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Abstract

The path-breaking advancements in technology involving high-resolution imaging
devices and inexpensive storage make an all-easy acquisition, storing, and sharing
of high-quality digital images. But the constant growth of image manipulation harms
the success of digital imaging. Nowadays, there exists much software that allows
even relatively inexperienced users to edit digital images or create fake images with
such perfection without leaving any trace of tampering, deceiving the human eyes
that it is hard to distinguish these fake images from the original ones. And hence, we
are no longer in a world where seeing is believing. This brings into account the sig-
nificance of assessing the trustworthiness of an image through digital image forensic
techniques, by applying scientific methods to investigate the identity of a digital im-
age. This Thesis is a computational study in the direction of digital image forensics
to distinguish natural images taken by a camera from the computer generated im-
ages such as computer graphics and Generative Adversarial Network (GAN) images,
and also to understand the perspectives of algorithmic fairness of the forensic systems
classifying natural and computer generated images.

The initial contribution of the Thesis is a digital image forensics algorithm, MC-
EffNet, that distinguishes natural images from computer generated images, including
both computer graphics and GAN images. The algorithm employs a parallel fusion
of three fine-tuned EfficientNet networks that operate in different colorspaces cho-
sen after studying the efficacy of a variety of colorspace transformations specifically
towards this image forensics problem. The experimental results of this study in the
Thesis shows that the proposed model could obtain high performance accuracies and
outperform the state-of-the-art baselines. The study compares the performance of the
proposed algorithms with a manual classification performance and points out the ne-
cessity of computational algorithms for the task of distinguishing natural images from
computer generated images. The study also analyzes the behavior of the proposed
model by visualizing image regions responsible for the model’s decisions and com-
pares these model explanations with manual explanations provided by human partic-
ipants.

Despite the forensic task of distinguishing natural and computer generated im-
ages achieving high accuracies with the support and advancements in deep neural
networks and transformer based architectures, these forensic models are seen to fail
over post-processed images. Post-processing operations such as JPEG compression,
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gaussian noising, etc., are usually performed over the images to trick the forensic algo-
rithm. Hence the second contribution of the Thesis proposes an approach towards dis-
tinguishing natural and computer generated images including both computer graph-
ics and GAN generated images, that produces high classification accuracies as well as
is highly robust against the post-processing operations. The proposed model uses a
fusion of two vision transformers where each of the transformer networks operates in
different color spaces. The experimental results of this study shows that the proposed
approach achieves higher performance, robustness, and generalizability when com-
pared to the state-of-the-art baselines. Also, the features of the proposed model are
observed to attain higher inter-class separability than the baseline features. Visualiz-
ing the attention maps of the networks of the fused model shows that the proposed
methodology can capture more image information relevant to the forensic task of clas-
sifying natural and generated images.

As like in any other machine learning based algorithms, biased forensic algorithms
can cause serious societal harm and security concerns. Hence, besides developing
forensic algorithms it is also essential to identify any bias in such forensics systems.
Accordingly, the third contribution of this Thesis is in the direction of exploring al-
gorithmic fairness in forensic systems particularly built using the large visual trans-
formers, which are the most commonly employed recent deep learning architectures
due to their capability to produce high classification performances. The study tries to
identify gender, racial, affective, and intersectional biases in forensics systems classi-
fying natural and computer generated images using a bias evaluation corpora and a
vast set of bias evaluation measures. The study uses a two phase evaluation setting to
examine whether the most common post-processing operation of image compression
in any way influences the model biases, and observes that image compression impacts
model biases.

Keywords: Digital Image Forensics, Computer-generated images, GAN images, Al-
gorithmic Fairness
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Chapter 1

Introduction

Abstract: This chapter provides an introduction to the Thesis, with the research objectives that
the Thesis accomplishes, the motivation of the research study in this Thesis, and the major Thesis
contributions. An overview of the entire Thesis is also presented in this chapter.

1.1 Digital Image Forensics

The advent of modern imaging devices and plenty of social media platforms avail-
able for rapid information exchange led to an exponential growth in the number

of digital images produced and circulated through different media sources. These dig-
ital images constitute photographs taken by a camera (natural images or real images),
or their edited or manipulated versions, or even the computer generated images (CG
or fake images). It is essential to understand the authenticity of a digital image be-
cause the manipulated or artificially generated images used along with fake news can
support the news story convincingly very well and thereby leading to the spread of
lies and propaganda quickly.

The art of making fake images is not new; such cases of reports are seen even from
the 19th century. One of the earlier examples is the fake image montage ’Ulysses S.
Grant at City Point’1 composed of several images to claim the presence of General
Ulysses S. Grant with his troops at City Point during the American Civil War; but
actually, the General was not present at the City Point (figure 1.1). From then till now,
there are many such fake image examples, used to persuade peoples’ minds and bring
their belief over different fake stories. One such recent example is a fake X-ray image
presented with fake content stating a snake exists inside a woman’s pelvic area and
circulated on social media. The Snopes fact-checker website helped to reveal that the
image originally appeared on a website meant for creating strange and fake digital
artwork2.

1https://en.wikipedia.org/wiki/File:Ulysses_S._Grant_at_City_Point.jpg, accessed: 17-12-
2023

2https://www.snopes.com/fact-check/woman-snake-xray/, accessed: 17-12-2023

https://en.wikipedia.org/wiki/File:Ulysses_S._Grant_at_City_Point.jpg
https://www.snopes.com/fact-check/woman-snake-xray/
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FIGURE 1.1: Images used for creating tampered image “Ulysses S.
Grant at City Point”

Apart from such image manipulations, fully automated fake image generation is
also possible using advanced Computer Graphics and rendering software and the
recent Generative Adversarial Networks (GAN) algorithms. These techniques are
exceptionally efficient to artificially (in the sense that they do not originate from an
imaging device or camera) generate images convincingly, to deceive human eyes, and
hence are referred to as Photo-Realistic Computer Generated images. The process of
computer generation of images tends to be such realistic nowadays that it is impossi-
ble to differentiate natural images from computer generated images. Figure 1.2 shows
some sample images where one can observe the extent of photorealism attained in
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GAN generated (left image3) and computer graphics generated (middle image4) im-
ages making it hard to classify them as computer generated images and for the natural
image (right image5) at first glance, one might have an impression that it is a com-
puter graphics image. Such artificial photo-realistic computer generated images are
ubiquitously available on the internet. Hence, no longer can we believe the images
we see. The digital images that reach us always have a question of authenticity, that
is, whether the image is a projection of a real-world event taken by a camera or is it
manipulated or computer-generated content. Here comes the significance of Digital
Image Forensics (DIF).

FIGURE 1.2: A sample of GAN generated (left), computer graphics
(middle) and natural (right) image

Digital Image Forensics is one of the recent active research areas investigating the
trustworthiness of a digital image by utilizing scientific methods that can furnish
shreds of evidence of image authenticity for accident, eyewitness, civil or criminal
cases. Digital Image Forensics deals with computational algorithms for the automated
detection of computer-generated, recaptured, or manipulated images. This Thesis is
a computational study in the research area of digital image forensics, focusing on the
natural and fully generated computer generated images.

1.2 Research Objectives

This Thesis is a computational study in the area of Digital Image Forensics, partic-
ularly focusing on natural images taken from a camera, and fully generated photo-
realistic computer graphics and GAN images. The Thesis initially attempts to develop
a computational algorithm, MC-EffNet for classifying natural and computer generated
images. Secondly, the Thesis attempts to develop an approach to classify natural and

3Source: https://github.com/NVlabs/stylegan2, accessed: 01-05-2022
4Source: https://cgsociety.org/c/featured/1f9s/the-forever, accessed: 01-05-2022
5Source: Computer Graphics versus Photographs dataset [1]

https://github.com/NVlabs/stylegan2
https://cgsociety.org/c/featured/1f9s/the-forever


4 Chapter 1. Introduction

computer generated images, MCE-ViT, that is robust towards post-processing opera-
tions. Finally, the Thesis attempts to explore fairness in digital image forensic systems
classifying natural and computer generated images. Three of these works attempted
in this Thesis are discussed below.

Multi-Colorspace fused EfficientNet (MC-EffNet) There is an exponential growth
in the number of digital images being produced and circulated through different me-
dia sources day by day. This includes natural images of the real-world scenes taken
by a camera and computer generated images. The computer generated images in-
clude images that are generated by different graphics and rendering software and also
those generated using the latest deep learning algorithms called Generative Adversar-
ial Networks. Hence images that reach us always have a question of authenticity, that
is, whether the image is a projection of real-world events taken by a camera or is it
computer generated content? Hence, this Thesis attempts to develop a computational
algorithm, MC-EffNet, to distinguish natural images from computer generated images
(in chapter 3). Unlike, the previous works that either address natural images versus com-
puter graphics or natural images versus GAN images at a time, this Thesis approaches the
problem of distinguishing natural images from computer generated images by con-
sidering both categories of computer generated images, i.e., computer graphics and
GAN images. Such an approach would be more suitable for a real-world image foren-
sic scenario since it considers all categories of image generation, because in most cases
image generation is unknown.

Multi-Colorspace fused and Enriched Vision Transformer (MCE-ViT) In the real
world, the images transferred through social media are generally post-processed, es-
pecially will have mostly undergone a JPEG compression operation [2]. Moreover, to
deceive the forensic algorithms, image forgeries are followed by some post-processing
operations such as JPEG compression, addition of Gaussian noise, etc., or even multi-
ple post-processing operations [3]. Even though advanced deep learning algorithms
have paved the way for high-accuracy forensics algorithms classifying natural and
computer generated images, in the real world most of these algorithms are seen to
drastically fail over the post-processed images. Hence, this Thesis attempts to de-
velop a robust computational approach, MCE-ViT, to distinguish natural images and
computer generated images including both computer graphics and GAN images (in
chapter 4).



1.3. Research Motivation 5

Exploring Fairness in Natural and GAN Generated Image Detection Systems Fair-
ness studies are becoming increasingly popular in most of the computational research
involving data-driven machine learning based algorithms. Fairness studies are also
highly relevant in the area of digital image forensics. Unfair forensic algorithms clas-
sifying natural and computer generated images can lead the images of certain social
groups of people to be more likely to be predicted as natural/real images even if
they are actually fake images. Similarly, this can also lead the images of certain so-
cial groups of people to be more likely to be predicted as fake images even if they are
actually real images. Such situations cause serious security concerns, making it cru-
cial to assess the fairness of image forensics systems. Hence, this Thesis attempts to
explore fairness in the forensic algorithms distinguishing natural and computer gen-
erated images (in chapter 5).

1.3 Research Motivation

Easy availability of image acquiring devices, massive publicly accessible image datasets,
rapid progress and a wide variety of generative algorithms, and user-friendly eas-
ily available apps producing high quality super realistic images have drastically in-
creased the production of fake images all around. Even though computer generated
images are mostly seen produced for creative art, entertainment, advertisement, joke,
or satirical purposes they have a high potential to easily propagate through social
media causing misinformation, particularly when presented with fake stories or fake
news [4]. They also have much darker sides like the earlier incidents of claiming
pornographic images of children as computer generated graphics images to escape
from legal actions6 to the recent incidents of creating fake accounts in social media
platforms using GAN generated faces7, creating nude photographs of people from
their original photographs through GAN algorithms8, fake images used as evidence
for supporting fake news, defamation, false light portrayals [4, 5, 6], etc. The defi-
ciencies in human perception to distinguish natural and computer generated images
without the assistance of any additional tools [7] highly demands and points out the
necessity of computational algorithms in digital image forensics to investigate images
since the authenticity of an image legally depends on whether it is a natural image or

6www.sciencedaily.com/releases/2016/02/160218144928.htm, accessed: 17-12-2023
7https://www.wired.com/story/facebook-removes-accounts-ai-generated-photos/, accessed:

17-12-2023
8www.technologyreview.com/2020/10/20/1010789/ai-deepfake-bot-undresses-women-and-und

erage-girls/, accessed: 17-12-2023

www.sciencedaily.com/releases/2016/02/160218144928.htm
https://www.wired.com/story/facebook-removes-accounts-ai-generated-photos/
www.technologyreview.com/2020/10/20/1010789/ai-deepfake-bot-undresses-women-and-underage-girls/
www.technologyreview.com/2020/10/20/1010789/ai-deepfake-bot-undresses-women-and-underage-girls/
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computer generated. This shows the importance of digital image forensics and moti-
vates the research direction of distinguishing natural (or real) images from computer
generated images (or fake), one of the fundamental and most actively researched prob-
lems in digital image forensics.

1.4 Thesis Contributions

The contributions of this Thesis include a deep learning based digital image foren-
sics algorithm to detect natural and computer generated images, a visual transformer
based image forensics algorithm to detect natural and computer generated images that
is robust against post processing operations, and an exploration of fairness in digital
image forensics systems classifying natural and computer generated images. Each of
these three contributions are elaborated below.

Multi-Colorspace fused EfficientNet The contribution MC-EffNet of the Thesis (ex-
plained in chapter 3) proposes a novel deep learning based approach for distinguish-
ing natural and computer generated images including both computer graphics and
GAN generated images. The study proposes the Multi-Colorspace fused EfficientNet
model by parallelly fusing three EfficientNet networks that utilize transfer learning
methodology. Each of the three networks in the fused model works in a distinct col-
orspace. The colorspaces of each of the EfficientNet network is selected by analyzing
the effectiveness of various colorspace transformations specifically towards the foren-
sic task of distinguishing natural, computer graphics and GAN images. The perfor-
mance of the proposed model is observed to be higher than the baselines in terms
of accuracy, robustness towards post-processing, and generalizability towards other
datasets. The chapter conducts psychophysics experiments to understand how ac-
curately humans can distinguish natural, computer graphics, and GAN images. The
study investigates the behavior of the proposed model through visual explanations
to understand salient regions that contribute to the model’s decision making. The
study also compares these model explanations with manual explanations provided
by human participants in the form of region markings to understand any similarities
between the model and manual explanations.

Multi-Colorspace fused and Enriched Vision Transformer The forensic classifica-
tion models distinguishing natural and computer generated images are seen to fail
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over the images that have undergone some post-processing operations usually per-
formed to mislead the forensic algorithms, such as JPEG compression, gaussian nois-
ing, etc. The contribution work MCE-ViT of the Thesis (explained in chapter 4) pro-
poses a robust approach towards distinguishing natural and computer generated im-
ages including both, computer graphics and GAN generated images. The proposed
model utilizes a combination of two vision transformers where each of the vision
transformer networks operates in a distinct color space. The proposed approach at-
tains higher performance improvement, higher robustness, and generalizability when
compared to a set of baselines. The feature visualizations of the proposed model are
seen to better separate the classes than the baseline features. The attention map visu-
alizations of the networks of the fused model show that MCE-ViT is able to capture
more image information for classifying natural and computer generated images.

Exploring Fairness in Natural and GAN Generated Image Detection Systems The
contribution of the Thesis (explained in chapter 5) attempts to investigate bias in the
image forensic algorithms that classify natural and GAN generated images. To investi-
gate bias in gender, racial, affective, and intersectional domains, this study procures a
bias evaluation corpora and employs a vast set of individual and pairwise bias evalua-
tion measures. This study also examines the role of image compression on model bias,
since robustness of the algorithms against image compression is crucial for forensic
tasks. Hence the study conducts a two phase evaluation setting. That is the bias eval-
uation experiments are conducted in the uncompressed evaluation setting and also in
the compressed evaluation setting, to analyze the influence of image compression on
model bias.

1.5 Publications and Research Grants

Publications based on this Thesis

Journals

1. Manjary P. Gangan, Anoop K., Lajish V. L., “Distinguishing natural and com-
puter generated images using Multi-Colorspace fused EfficientNet”, Journal of
Information Security and Applications, Elsevier, Vol. 68, August 2022, pp. 103261,
ISSN: 2214-2126, DOI: https://doi.org/10.1016/j.jisa.2022.103261 (SCIE
Indexed, Impact Factor: 5.6) – Chapter 3

https://doi.org/10.1016/j.jisa.2022.103261
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2. Manjary P. Gangan, Anoop K., Lajish V. L., “Image Tampering Detection us-
ing Deep Learning”, Calicut University Research Journal (CURJ), Special Edition:
Responsible AI for Social Good (Accepted for Publication) – Chapter 1 and 2

3. Manjary P. Gangan, Anoop K., Lajish V. L., “A Robust Approach Towards Dis-
tinguishing Natural and Computer Generated Images using Multi-Colorspace
fused and Enriched Vision Transformer”, arXiv preprint, DOI: https://doi.or
g/10.48550/arXiv.2308.07279 (In communication) – Chapter 4

4. Manjary P. Gangan, Anoop K., Lajish V. L., “Exploring Fairness in Pre-trained
Visual Transformer based Natural and GAN Generated Image Detection Sys-
tems and Understanding the Impact of Image Compression in Fairness”, arXiv
preprint, DOI: https://doi.org/10.48550/arXiv.2310.12076 (In communica-
tion) – Chapter 5

Research Grants

• Women Scientist Scheme-A (WOS-A) for Research in Basic/Applied Science
Funding Agency: Department of Science and Technology (DST), Government of
India
Grant No.: SR/WOS-A/PM-62/2018
Principal Investigator: Manjary P. Gangan, and Mentor: Dr. Lajish V. L.

1.6 Overview of the Thesis

This Thesis has three parts as illustrated in figure 1.3. The introduction of the Thesis,
and a background and review of related works are presented in the initial chapters,
chapter 1 and chapter 2. The research contributions are presented in the chapter 3,
chapter 4 and chapter 5. The conclusion and future directions of research are presented
in chapter 6.

Chapter 2 presents the background and literature review on digital image foren-
sics, particularly focusing classification of natural and computer generated images.
Section 2.1 presents an introduction to this chapter followed by section 2.2 present-
ing the earlier attempts and section 2.3 presenting the origin of forensic perspective.
Section 2.4 and 2.5 provides review of literature on computational methods detecting
computer graphics and GAN images, respectively. The manual approaches to distin-
guish natural and computer generated images are presented in section 2.6. The state-
of-the-art works that analyze the robustness of the methods towards post-processing
operations are discussed in section 2.7. Section 2.8 presents a review of works that

https://doi.org/10.48550/arXiv.2308.07279
https://doi.org/10.48550/arXiv.2308.07279
https://doi.org/10.48550/arXiv.2310.12076


1.6. Overview of the Thesis 9

FIGURE 1.3: Overview of the Thesis

attempt explainability in this area of digital image forensics and section 2.9 presents a
review of the works that explore bias in image forensics systems. Section 2.10 finally
summarizes this chapter.

Chapter 3 presents the novel contribution of the Thesis, MC-EffNet, a deep learning
based digital image forensic model for distinguishing natural and computer gener-
ated images. Section 3.1 presents an introduction of the chapter. Section 3.2 describes
in detail the dataset used in this study. Section 3.3 discusses in detail the methodology
of the proposed work. Section 3.4 gives the details of experimental settings and base-
lines used for comparing against the proposed work. Section 3.5 illustrates results and
discussion including statistical significance, robustness, generalizability, feature visu-
alization, psychophysics experiments and model behavior analyses using activation
maps. Finally section 3.6 summarizes the chapter.

Chapter 4 presents the novel contribution of the Thesis, MCE-ViT, a visual trans-
former based digital image forensic model for distinguishing natural and computer
generated images that is highly robust against post processing operations. Section 4.1
presents an introduction of the chapter. Section 4.2 gives details of the dataset used in
this study. Section 4.3 discusses the methodology of the proposed work along with the
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motivation and detailed description of the proposed model. Section 4.4 presents the
experimental settings and details of the baseline models used for comparing the pro-
posed model. Section 4.5 presents the results and discussion including the results of
the experiments for robustness, generalizability, feature visualization, and the analysis
of attention maps. Section 4.6 finally summarizes the chapter.

Chapter 5 presents the novel contribution of the Thesis, an exploration of fairness
in the image forensic systems distinguishing natural and GAN generated images. Sec-
tion 5.1 presents an introduction of the chapter. The rest of the chapter is organized as
section 5.2 discusses in detail the construction of transformer based models for the task
of classifying natural and GAN images. Section 5.3 explains in detail the evaluation
domains, evaluation corpora, and evaluation measures used for bias analysis experi-
ments. Section 5.4 presents the results and discussions of both the uncompressed and
compressed evaluation settings and finally section 5.5 presents the summary of the
chapter.

Chapter 6 presents the conclusions of the Thesis, with Thesis contributions empha-
sized in section 6.1, and section 6.2 discussing the future scope and research directions.

This brings the conclusion of this first chapter which provides an introduction of
the Thesis with details of the research objectives, research motivation, Thesis contri-
butions, research publications and grants received based on this Thesis and finally
presenting an overview of the entire Thesis.
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Chapter 2

Background and Literature Review

Abstract: This chapter illustrates a broad background of Digital Image Forensics and the taxonomy
with respect to various digital image forgeries, which is required for a sound understandability of
the subsequent evolutions in this research area, specifically focusing on computer generated images
including both the computer graphics and GAN categories.

2.1 Introduction

Digital Image Forensic methods are categorized either as Active or Passive ap-
proaches, Blind or Non-blind approaches, or Signal-based, Scene-based, or Meta-

data based approaches [8]. Passive approaches cannot interfere with the process of
image generation. These approaches analyze the image using the intrinsic character-
istics of the camera or the processing artifacts, without taking into account any image
semantics. Each camera has its inherent variations due to diverse manufacturers or
technological imperfections, which enables understanding the origin of a given image.
Instead, in Active approaches, image generation is purposefully altered by embedding
some additional information to leave some identifying traces. e.g., embedding a digi-
tal watermark into the image [9].

Blind and Non-blind approaches is another categorization of DIF approaches [10].
In contrast to Non-blind, the Blind image forensic approaches don’t know about the
original scene, image generation, or any post-processing employed during the time
of analysis. The Active and Non-blind image forensic approaches are unviable in
practical settings because they preclude the examination of any random images of
unknown origin. Passive blind forensic techniques examine traces at different levels
viz. Signal-based, Scene-based, and Metadata-based analysis. The Signal-based anal-
ysis methods ignore the semantics of the images and consider them as sequences of
discrete symbols. The Scene-based analysis takes scene properties into account, fur-
ther divided into Physics-based and Semantics-based analysis. Physics-based relates
to real-world projections, whereas Semantics-based refers to the meaning of the im-
age content. Metadata-based analysis exploits auxiliary digital data accompanying
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the photograph. The overview of digital image forensic approaches and the areas of
their applications are illustrated in figure 2.1.

FIGURE 2.1: A general anatomy Digital Image Forensic approaches
(A: Approaches, B: Applications)

2.1.1 Organization of the Chapter

The rest of this chapter is organized as section 2.2 presents a background on the ear-
lier attempts and section 2.3 gives the origin of the forensic perspective in the category
of works classifying natural and computer generated images. Section 2.4 and 2.5 pro-
vides the review of literature on various computational methods involving both hand-
crafted features and the deep neural networks used for detecting computer graphics
and GAN images respectively. The manual approaches to distinguish natural and
computer generated images are presented in section 2.6. Background and literature
of the state-of-the-art works that analyze the robustness of the methods towards post-
processing operations are discussed in section 2.7. Section 2.8 throws light on the at-
tempts of explainability in this area of digital image forensics classifying natural and
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computer generated images. Section 2.9 presents the background and literature of the
works that explore bias in image forensics systems. Section 2.10 finally summarizes
this chapter.

2.2 The Early Picture of Distinguishing Natural and Computer
Generated Images

The works distinguishing natural and computer generated images have been reported
since the 1970s. Most of these works came into picture as a part of constructing some
image or video search engines. The work done at Columbia University in 1996 by
Smith et al. [11], originally meant to build an image and video search engine proto-
type called WebSEEk9 for cataloging and indexing images and videos on the World-
Wide-Web is one among the earlier approaches that considers categorizing computer
graphics, rather than considering it as a work to distinguish computer graphics and
natural photographs. The image content based feature used in this work is the color
histogram. This work has been referred to by Athitsos et al. [12] to build an auto-
mated image search engine system again, called Web Seer10 to classify web images
as computer graphics or natural photographs based on their color based features, im-
age dimensions and the associated text. The features offered in the work are based
on some simple and obvious statistical observations over the image content of com-
puter graphics or natural photographs. Number of colors, prevalent color, farthest
neighbor, color saturation, color histogram, farthest neighbor histogram are the color
related image content features, and smallest dimension and dimension ratio are the
image dimension related features used in the work. A few other similar works can be
seen during this period [13, 14] utilizing the color based image content features for cat-
egorizing computer graphics images. All these works suit only for categorizing very
simple computer graphics images or graphical drawings that are not troublesome for
humans to decide whether they are computer graphics images or real photographs.

During the start of the 3rd millennium an improved attempt was made by Hart-
mann et al. [15] to classify images into various categories namely, graphical, realis-
tic looking computer graphics, and real photographs, using color, region, edge and
noise based features. In the graphical category they consider graphical drawings, but-
tons, navigation elements etc. In the realistic looking computer graphics images cate-
gory they consider the raytracing images and images from different graphic tools and

9https://www.ee.columbia.edu/ln/dvmm/researchProjects/MultimediaIndexing/WebSEEK/We
bSEEK.htm, accessed: 17-12-2023

10http://hint.fm/seer/, accessed: 17-12-2023

https://www.ee.columbia.edu/ln/dvmm/researchProjects/MultimediaIndexing/WebSEEK/WebSEEK.htm
https://www.ee.columbia.edu/ln/dvmm/researchProjects/MultimediaIndexing/WebSEEK/WebSEEK.htm
http://hint.fm/seer/
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games. For the real photograph category they consider the natural scenes and family
photos. Apart from the previous works they try to bring a clear distinction between
simple graphical drawings which are easily recognizable by humans from the realistic
looking computer graphics images.

2.3 The Origin of Forensic Perspective

The entertaining frame of mind through which one viewed a computer graphics im-
age till then, changed to a digital image forensic perspective with Farid et al. [16]
in 2003 pointing out the necessity of distinguishing computer graphics images from
photographs by explaining the difficulty of law enforcement agencies in prosecuting
the child pornographers claiming their images are computer generated. They come
up with a higher order wavelet based statistical model towards various applications
of digital image forensics. Implementation of this idea can be seen in one of the the
state-of-the-art works in digital image forensics by Lyu et al. [17] showing that the
differences of the first and higher order wavelet statistics for the photo-realistic com-
puter graphics and real photographs are significant enough to classify them. They use
the separable quadrature mirror filters to decompose the image color channels with
respect to different scales and orientations, after which the mean, variance, skewness
and kurtosis are extracted from each of the sub bands to obtain the first and higher or-
der statistics. The process is also replicated over the error coefficients produced from
the linear predictor of the image magnitude. Both these statistical features together
form the feature vector to discriminate photo-realistic computer graphics from real
photographs. The dataset used in this work is an unbalanced set of 40000 photographs
and 6000 graphics images of outdoor and indoor scenes. The computer graphics im-
ages collected are created using graphics and rendering software. Different dimen-
sions of images are accommodated in the dataset by central cropping the images to
a size of 256 × 256. For classification they utilize the Linear Discriminant Analysis
(LDA) classifier, and non-linear Support Vector Machine (SVM) classifier.

2.4 Computational Approaches to Distinguish Natural and Com-
puter Graphics Images

Different categories of approaches are seen to be adopted for computationally dis-
tinguishing natural and computer graphics images. This includes the handcrafted
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feature based classical machine learning approaches and the deep learning based ap-
proaches. Both these categories of works are reviewed separately in the following
subsections.

2.4.1 Handcrafted Feature based Classical Machine Learning Approaches

Differences in the generation of natural images and computer graphics, camera or de-
vice properties, etc., are considered for the handcrafted traditional feature based classi-
fication works [18, 19, 20, 21, 22, 23, 24]. Dirik et al. [20] proposes chromatic aberration
and demosaicking based features to distinguish photographs and computer generated
images. Khanna et al. [21] proposes digital image forensics techniques to distinguish
photographs, computer graphics and images generated using scanners, based on the
residual pattern noise in images, independent of the image content. Gao et al. [22]
proposes a hybrid feature of white balance, Color Filter Array (CFA) and Photo Re-
sponse Non-Uniformity (PRNU) noise artifacts that captures the intrinsic properties
of optical imaging to distinguish photographs and computer graphics images. Peng
et al. [23] proposes a method to distinguish natural images and computer graphics,
using CFA interpolation on PRNU, and Long et al. [24] proposes a method to identify
natural images and computer graphics using PRNU properties.

Many other feature based works using color, texture, and shape based statisti-
cal features followed this category of image forensics study [25, 17, 26, 27, 28, 29,
1, 30]. The work by Ng et al. [25] of Columbia University in 2004, utilizes Natural Im-
age Statistics from the power spectrum, local image patches, and wavelet transform
to classify 800 Photo-Realistic Computer Graphics (PRCG) images collected from 3D
graphics and artists’ websites and 800 real photographs taken from camera. In 2005
the dataset used in this paper was released under the name ‘Columbia Photographic
Images and Photorealistic Computer Graphics Dataset’ [31], which was a major mile-
stone in this area providing a benchmark dataset to conduct experiments in many
research works [32, 26, 33, 34, 35, 36, 28, 29, 29].

Tian-Tsong et al. [26] formulates a passive-blind online system for classifying
computer-generated images and photographs, based on the state of the art algorithms
extracting the geometrical, wavelet, and cartoon features. The study also focuses on
the variation of classification accuracy with image size reduction. In order to improve
performance, they perform subclass-based bagging techniques. The dataset in this
study consists of 800 PRCG images belonging to categories architecture, game, na-
ture, objects, etc., 800 personal photograph collections, mainly travel images like in-
door, outdoor, people, objects, etc., 800 images from Google Image Search following
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keywords like architecture, people, scenery, forest, etc., and 800 Non PRCG images in-
cluding cartoons, drawings, 2D graphics, logos, etc. The authors club the Personal and
Google image categories into a class, and the PRCG and Non PRCG form the opposite
class, though they are very different types of images. The classification is supervised
by Radial Basis Function (RBF) kernel based SVM and five-fold cross-validation.

Another work to classify computer graphics images and photographs during this
period is by Dehnie et al. [27] where they exploit the similarity in the pattern noise
of photographs taken using different digital cameras, the property which is absent for
computer generated images. Patchara et al. [28] proposes features derived from the
statistical moments of the photo-realistic computer graphics images and photographs
in the YCbCr color system. They perform a correlation analysis over the components
and only choose the Y and Cb color components for feature generation due to the
high correlation between Cb and Cr to minimize the computational complexities. To
reduce the influence of the image content they consider the prediction errors, and to
improve the performance of the model with reduced dimensions they use the Discrete
AdaBoost technique. The dataset contains 15,200 photographs and 7,492 computer
graphics images.

Rong et al. [29] addresses the problem of distinguishing photo-realistic computer
graphics images and photographs by analyzing the statistical property of local edge
patches in the images. They generate a Voronoi cell based visual vocabulary and rep-
resent images as a binned histogram of visual words. The dataset used in this work
consists of 1000 photographs and 900 graphic images. The photographs are chosen
by them from different cameras, since the Columbia dataset [31] may contain images
that are post processed or compressed. In the graphics category, 800 are from the
Columbia dataset, and 100 are from a graphics website with a high degree of visual
realism. They use non-linear SVM for classification. Their results imply that the struc-
ture of local edges is capable enough to capture differences between photographs and
graphics.

Another work of significance in the category of handcrafted feature based clas-
sification of photo-realistic computer graphics and real photographs is the one con-
tributed by Tokuda et al. [1]. In this work, the authors present an extensive study
of 13 previous representative works in the literature and devise feature-classifier fu-
sion approaches for improving the classifier accuracies. They also contribute a large
dataset comprising 4850 images both in photo-realistic computer graphics images and
real photographs.

Peng et al. [30] conduct a classification work based on the motivation that pho-
tographs and graphics are initiated from different pipelines of image acquisition. They
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consider the Columbia dataset [31], Dresden image dataset [37], and collections from
graphic sites to obtain their dataset with 3000 photographs and 3000 graphics. They
find the residuals of the images drawn using linear regressions to study the texture dif-
ference with the multifractal spectrum and histogram. Their feature selection is simple
with fewer number of features which reduces the time complexity considerably.

Pan et al. [38] extract a set of features from wavelet based Hidden Markov Tree
to classify natural images and computer graphics images using SVM on HSV and
RGB color space. The dataset consists of a diverse collection of 3000 natural images
taken from the Washington image database and personal collections and 3000 com-
puter graphics images from the graphics websites. Leveraging such transform domain
features from various image transformation domains like wavelet [16], contourlet [39],
quaternion wavelet [40], etc., is another approach that can be seen in the traditional
feature based category of works. A snapshot of related handcrafted feature based
works in the literature classifying natural and computer graphics images is given in
the table 2.1.

TABLE 2.1: Related handcrafted feature based works classifying natural
and computer graphics images

Work Feature Feature category

Farid et al. [16] Wavelet based Statistical features
Ng et al. [25] Wavelet transform Statistical features
Dehnie et al. [27] Pattern noise Device properties
Tian-Tsong et al. [26] Geometrical, wavelet, cartoon based Statistical features
Dirik et al. [20] Chromatic aberration, demosaicking Device properties
Khanna et al. [21] Residual pattern noise Device properties
Patchara et al. [28] Color moments Statistical features
Pan et al. [38] Wavelet based Statistical features
Rong et al. [29] Local edge patches Statistical features
Ozparlak et al. [39] Contourlet based Statistical features
Tokuda et al. [1] Texture, Edge, Pattern noise Statistical features

and Device properties
Gao et al. [22] White balance, CFA, PRNU Device properties
Peng et al. [23] PRNU properties Device properties
Wang et al. [40] Quaternion wavelet Statistical features
Long et al. [24] PRNU properties Device properties
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2.4.2 Deep Learning based Approaches

The process of manually designing and extricating discriminative features majorly
depends on the prior knowledge humans have in the corresponding area. But, many
times these features are not found to attain the presupposed performances, notably
when the datasets are huge or complex. The revolutionary progress in the area of
machine learning with the formulation of deep neural networks like Convolutional
Neural Networks (CNN) simplified the contributions avoiding the burdensome pro-
cess of handcrafted feature extraction, feature selection, dimensionality reduction, etc.
These networks have unified end-to-end optimizations and strong learning capaci-
ties that enable them to attain excellent performances when compared to the classical
approaches. From 2017 onwards a lot of research works can be seen based on deep
learning towards the task of classifying photo-realistic computer graphics images from
photographs and exhibit comparatively higher performance than the traditional fea-
ture based classification approaches [41, 42, 43, 44, 45, 46, 47].

Yu et al. [41] propose two classification models, the object recognition VGG net-
work and a CNN without pooling to identify photorealistic computer graphics on
random input image patches of size 32 × 32. They design the system to detect the
synthesized regions of the images too. Their dataset contains 1000 photographs taken
using cell phones and digital cameras and the graphics images from the Columbia
dataset [31] and photorealism competitions. Based on the number of patches marked
as graphics, the image is classified as computer graphics. One of the drawbacks of this
model is that the detection of the synthesized region is possible only in cases where
the patches marked as graphics are uniformly distributed in the image.

Rahmouni et al. [42] proposes CNN with custom pooling to extract the statistical
features like lower order moments, for the task of classifying photo-realistic computer
graphics images from photographs. Since the available benchmark datasets were cre-
ated a few years back and are not comparable with the computer graphics images
during the time of this work, the authors collected their own dataset with 1800 com-
puter graphics images after judging that they were photo-realistic enough. The high
resolution photographs are collected from the RAISE dataset [48]. The classifiers are
built using the randomly extracted image patches of size 100 × 100. Their method is
also able to visualize the modified regions in an image.

Another CNN based classification work for real-time forensic tasks is suggested
by Cui et al. [43]. To include the PRNU information they subject the input images first
to high pass filtering and then supply it to the ResNet-50 model with short cut connec-
tion. Even though they choose a deep learning architecture their work is implemented
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and evaluated on the Columbia Dataset [31] with considerably less amount of images.
Yao et al. [44] proposes a five layer CNN and three high pass filters based model

for photograph and computer generated graphics classification. The high pass filters
remove the low frequency image content and provide sensor pattern noise instigated
by the imaging device. The images are clipped into patches of size 650× 650 and then
fed into the model. Hence this model is not widely applicable for the discrimination
of images in any other dataset that does not meet the dimension requirement of width
and height greater than 650 pixels.

Unlike the previous works, He et al. [49] conducts a set of preprocessing steps. Ini-
tially, the texture information of the images transformed to the YCbCr color domain is
enhanced using Schmid filtering. They then employ a dual path CNN combined with
directed acyclic graph Recurrent Neural Networks (RNN) to classify photographs and
graphics. Their experiments are conducted over 6800 graphics images collected from
graphics websites and 6800 photographs of outdoor and indoor scenes using different
cameras.

Nguyen et al. [50] proposes a modular technique, where the pre-trained VGG-19
network without fine tuning is chosen for feature extraction, statistical CNN is chosen
for feature transformation and the best machine learning model among the state-of-
the-art works is chosen for classification. The dataset used in the work is from [42]
which is not so small but the diversity of images is less, which is the reason for choos-
ing the pre-trained VGG-19. Similarly, since statistical features are proven better in
the literature, the extracted features are converted to statistical features using the sta-
tistical CNN transformation module. Both the photographs and graphics are high
resolution images. Compared to certain previous works the authors do not crop these
images because the cropped images are also of high quality, in contrast to the real
world scenarios where the images are of low quality. So to diversify the image quality
before dividing it into patches they choose to resize the images to 360 pixels using in-
terpolation. The testing procedure in their work shows that the use of high resolution
images only for training purposes is not enough to address real world forensic attacks.

Since most of the approaches to distinguish photographs and computer graphics
in the literature require uniform processing of the entire image pixels, they are expen-
sive in terms of memory and computation time. Therefore, Tariang et al. [46] presents
a Stochastic Convolutional Recurrent Attention Network with comparatively a fewer
number of parameters that can be broken up into Glimpse Network, RNN, Classi-
fier, Emission Network. To effectively manage the computation overhead due to a
large number of parameters, their model makes use of a glimpse network. Their at-
tention based technique permits to process selected image region sequences locally.
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The dataset they use contains 800 graphics from Columbia Dataset [31] and 1000 pho-
tographs from RAISE dataset [48].

Zhang et al. [47] in their work extracts channel correlation using a self coding
module and pixel correlation using a CNN. Their work is based on the motivation that
graphics images show weak pixel and channel correlation since they are produced by
rendering instead of interpolation as in photographs. They utilize the dataset in [49]
for their work and to assess the generalizability towards unseen data they use the
Columbia dataset [31]. They observe the generalizability of their self coding compo-
nent that, it can be integrated directly with prevailing CNN architectures to enhance
their performance further.

A few deep learning based works that employ transfer learning methodology by
using pre-trained off-the-shelf networks [51, 52, 53] can also be seen in the literature.
Apart from considering full-sized images, some works crop images into fixed size
patches and derive results of full-sized images from these image patches [42, 54, 49].

2.5 Computational Approaches to Distinguish Natural and GAN
Generated Images

Works in this category classifying natural and GAN images are comparatively much
more recent than the works classifying natural and computer graphics images, en-
suing the advent of the new and powerful class of deep learning algorithms called
Generative Adversarial Networks. This category also consists of works employing
both the traditional handcrafted feature based classification and deep learning based
classification. Both these categories are reviewed separately in the following subsec-
tions.

2.5.1 Handcrafted Feature based Classical Machine Learning Approaches

Unlike the previous category of works classifying natural and computer graphics im-
ages, very few works employ the traditional handcrafted feature based approach for
classifying natural and GAN images [55, 56, 57]. McCloskey and Albright [55] analyze
color and saturation statistics based cues for distinguishing GAN generated images
from natural images. Their analyses are centered on the generation process of only
one category of GAN algorithm [58]. They observe that the saturation based statistics
features that measure the frequency of over exposed and under exposed image pixels
along with a linear SVM for classification is a better feature for detecting GAN images
than the color statistics based feature.
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Li et al. [56] proposes a compact set of co-occurrence based features for classify-
ing natural images and images generated from deep neural networks, based on the
motivation that these two class of images have differences in chrominance compo-
nents, which is much more observable in the residual domain. Their experiments
show that the differences are much more evident in the residual domain chrominance
components of the HSV and YCbCr color spaces than the RGB color space, and extract
co-occurrence based features from these components.

Marra et al. [57] conducts a study of various handcrafted features as well as state-
of-the-art models and off-the-shelf deep learning models on detecting image-to-image
translation category of GAN images both in uncompressed scenario and compressed
scenario. They test the features and models over the dataset consisting of 36000 im-
ages collected from the CycleGAN generative algorithm. The features considered in
this study are the steganalysis features originally proposed in [59] that are utilized
in [60] for image forgery detection. The feature is extracted from the co-occurrence
matrices computed from the high pass filtered images. Their work shows that even
though most of the features and models perform well in the ideal uncompressed sce-
narios, only deep learning based models are able to be a little more robust towards
compressed scenarios. A similar observation can be seen in the work by Rössler et
al. [61], that this steganalysis based feature is not able to endure compressed scenar-
ios. A snapshot of related handcrafted feature based works in the literature classifying
natural and computer graphics images is given in the table 2.2.

TABLE 2.2: Related handcrafted feature based works classifying natural
and GAN images

Work Feature Feature category

McCloskey and Albright [55] Color and saturation Statistical features
Li et al. [56] Co-occurrence based Statistical features
Marra et al. [57] Co-occurrence based Steganalysis features

2.5.2 Deep Learning based Approaches

A majority of works in the literature for classifying natural and GAN images, ap-
proach this problem using deep learning algorithms; and there are a very large num-
ber of studies reported using deep learning algorithms for the task. Many studies are
seen to utilize convolutional neural network architectures for classifying natural and
GAN generated images [42, 62, 57, 63, 64]. Some of the off-the-shelf convolutional
neural network architectures are also seen to be utilized directly or even as backbone
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networks for classifying natural and GAN generated images, such as, VGG network
[65] in the work [66], InceptionNet [67] in [57], and XceptionNet [68] in many studies
like [57, 61, 69, 70, 71]. Other learning strategies such as pairwise learning [72], incre-
mental learning [73], and one-shot learning [74] are also seen to be experimented in
this category of works. Besides the works targeting to detect images generated from a
single GAN algorithm [57, 75, 76], there is also another line of work for the attribution
of known GANs that are used to generate fake images [77, 78, 79, 71]. Many works
in this category are seen to specifically work over GAN generated human faces rather
than considering heterogeneous image content [80, 69, 81]. Few works are also seen
to utilize transformer based architectures to detect the GAN class, but most of these
works try to specifically detect the DeepFake videos [82, 83, 84, 85, 86].

2.6 Manual Approaches to Distinguish Natural and Computer
Generated Images

Manual approaches to assess computer graphics images can be seen in some of the
works [87, 88, 89, 90] which are meant to enhance the visual realism of computer
graphics to photo-realistic computer graphics. Manually determining the factors of
image realism is also important in the field of digital image forensics which might help
to improve the computational models that classify photographs from photo-realistic
graphics. The awareness of these factors would even be helpful in uncovering the fun-
damental cognitive and perceptual mechanisms of viewers to discern visual realism.
But unfortunately, this has been a challenging task due to the lack of exploration of
the factors that influence visual realism.

Besides the objective studies in the aforesaid categories of computational works,
there are only a very few numbers of subjective studies that involve humans to dis-
tinguish natural images and computer graphics images using certain psychophysics
experiments [91, 92, 93, 94, 95]. An initial record on manual classification of pho-
tographs and graphics can be seen in the work by Farid and Bravo [91]. For this
purpose, they collect 180 graphics images of high quality from the past six years, 2000
to 2006, with image contents including man made, natural or human. For each of the
graphics images, a photograph that closely matches the image content of the graphics
image was gathered. They then provide these 360 images randomly to 10 participants
with unlimited time for classification. The authors also inspected the time taken by
the participants for classification where they saw a trade-off between speed and ac-
curacy, longer inspection time gave greater performances. They observe that in the
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graphics image set the human image category obtains highest performance, but a de-
crease in the performance can be seen in the images produced in the previous year,
i.e., 2006. This work during 2007 suggests that even though the graphics technologies
are improving greatly, the visual system of humans still achieves good accuracies for
photograph versus graphics classification.

Building over this, another work [92] by the same set of authors in 2012 explores
the potential of manual classification of 30 photographs and 30 photo-realistic graph-
ics of human faces rendered during 2007 to 2010 without any background using psy-
chophysical experiments. The study involves two sets of observers (one set from their
laboratory and the other from the Amazon Mechanical Turk) without any pre-training
to reliably direct that a given human face image is a photograph (mainly to evaluate
the child pornography cases, stating that it’s illegal if the images are photographs).
The authors measure the probability of an image being a photograph when it is man-
ually classified as a photograph. The authors note that most of the time when the
observer judges an image to be a photograph, in fact, it is a photograph.

In [93] Fan et al. does an image decomposition approach combined with signal de-
tection theory to find out the image realism factors including the cognitive factors that
effects human classification of face photographs and graphics. For each of the back-
ground removed 10 pairs of photographs (collected from face recognition datasets)
and photo-realistic computer graphics images (collected from the graphics websites)
they considered the color, grayscale and reflectance versions of the images. The image
pairs are provided for classification to graphic experts and lay persons with uncon-
strained viewing distance, time and terminals and they were asked to indicate what
gave the clue to their classification i.e., is it the skin, eye, nose, lip, expression, color,
illumination or any others. They find that the shading factor is important than color
and the graphics experts perform better in their classification than laypersons. When
the authors utilized the dataset mentioned in the work of [92] they find that ethnicity
is also a factor for photograph and graphics classification.

As an extended study of [91, 92, 93], the work proposed by Holmes et al. [94] con-
ducts a study to understand whether the advancements brought about in the scope of
computer graphics from the time of their past studies till the time of this study have
impacted the peoples’ capability to distinguish natural and generated images. They
observe that due to increased photorealism, people find it much more difficult to iden-
tify the generated images than in their previous studies, and more often people report
the images as natural images than computer graphics. Also, they observe that the
difficulty in classification is being able to be improved by providing some training on
these classes of images. Pursuing this work, a sequence of experiments are performed
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in [95] to enhance the classification capability of people to detect generated images,
which includes providing feedback and incentives.

The works addressing manual classification of natural images and GAN images
are also very few [96, 97]. Nightingale et al. [96] conducts manual classification of
StyleGAN2 [98] generated fake faces and matching real faces that are used in training
StyleGAN2 algorithm, through three sets of experiments. In the first experiment, each
face is manually classified into real or GAN generated fake faces, the second set of
experiments involves training and feedback, and the third set of experiments involves
a trustworthiness rating of the faces.

The study of Lago et al. [97] conducts the manual classification of 150 GAN images
selected from three different algorithms PGGAN [58], StyleGAN [99] and StyleGAN2
[98], and 150 real images from FFHQ dataset [99]. The participants of the study were
provided with 30 random samples of images. Their study observes that images of ear-
lier GAN algorithms are easy to be detected as fake images whereas those generated
using the recent algorithms are mostly classified to be real, especially the StyleGAN2
faces are detected as real images more frequently than the originally real faces.

Another work by Dang et al. [70] studies the human capabilty to distinguish 110
random natural and fake images from their dataset. They observe that manual classifi-
cation is difficult, and manual classification is mostly targeted on the semantic notions
like artifacts, lighting, quality of image etc., and mostly do not concentrate on the fine
details in an image.

2.7 Robustness Towards Post-processing Operations

One of the earlier works in the category of natural versus graphics image classification,
discussing the robustness against post processing operations would be that of Farid et
al. in [92]. Their work is a psychophysical experiment based manual classification of
human face photographs and photo-realistic graphics considering the effect of image
compression quality, resolution, color adjustments, and orientations on the classifica-
tion performance. The study mainly aims to deal with child pornography cases and
utilizes two types of observers to check a given human face image is a photograph.
Most of the times the observers judge an image to be a photograph, it is a photograph
itself. Interestingly more than the full resolution images, better results are obtained at
half the image resolutions. For a wide quality range of image compression, the man-
ual classification performance remains almost nearly the same, except for very low
compression values. But the loss of color information by conversion to the grayscale
domain greatly degrades the manual classification accuracies.



2.7. Robustness Towards Post-processing Operations 25

Rong et al. in [29] does a feature based work to distinguish photo-realistic com-
puter graphics images and photographs using Voronoi cell based visual vocabulary.
They find the performance of their method towards the JPEG compression attacks.
For three different values of compression quality factors, they observe their method to
be stable for the graphics and photographs in two out of the three cases.

The residual texture based regression work of Peng et al. [30] looks over the ro-
bustness of their system on the post processing operations including JPEG compres-
sion and resizing, noise addition, and rotation. They analyze the performance across
four values of quality factor for JPEG compression, scaling factor for scaling, angles
for rotation, and signal to noise ratio of gaussian white noise for additive noise. The
performance of the system is affected slightly by JPEG compression, noise addition,
and rotation. Even though noise addition can impact the texture information the low
pass gaussian filtering used in their system could resist the gaussian white noise. They
observe a decrease in the system performance while the images are scaled up to larger
sizes which they understand is due to the alterations in the texture information caused
by the interpolation of pixels.

Yu et al. [41] proposes two classification models one using VGG and the other
using a CNN for image patches but which seems not to be robust against post pro-
cessing operations such as JPEG compression and resizing. Another deep learning
work that discusses the robustness in post processing is the one by He et al. [49] uti-
lizing a CNN combined along with an RNN network. They evaluate their model after
adding Gaussian noise and JPEG compression which does not produce traces that are
visually appreciable. They notice a slight degradation occurring in the detection per-
formance when their model is applied over the graphic images in the test set which are
artifacted by weak post processing. They also observe that stronger post processing
operations leads to a worse detection performance, especially for JPEG compression,
maybe because these operations are capable enough to destruct the inherent proper-
ties of graphics images. Hence their method could only withstand robustness against
some degree of postprocessing.

Zhang et al. in [47] uses deep learning to model pixel and channel correlation
information in photographs and graphics. They inspect the effect of seven different
JPEG compressions on photographs and graphics by compressing them in such a way
without a visual difference happening. The system is not trained on the compressed
images and they observe that their system is mostly stable towards JPEG compres-
sions.

Robustness against post processing operation of JPEG compression is also consid-
ered in some of the works classifying natural and GAN generated images. The work
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proposed by Wang et al. [100] claims a classifier that is trained on a particular GAN
generative algorithm is generalizable to other generative algorithms after performing
a thorough process of data augmentation because there are potential chances of these
generated algorithms to share typical properties different from natural images. As a
part of their experiments, they conduct generalizability tests over JPEG compressed
data and find that the model is robust since it is trained with data augmentation by in-
cluding the post processed data. Many more other studies in the category classifying
natural and GAN generated images conduct robustness experiments towards JPEG
compression [78, 63, 101, 71, 69].

2.8 The Role of Explainability in Digital Image Forensics

There are many studies progressing in the category of deep learning based approaches
to distinguish natural and computer generated images due to their high capability to
produce remarkable classification accuracies. But these machine learning models are
blackboxes that do not exemplify the predictions in a manner that humans can com-
prehend. Hence explainability of the deep learning models is investigated in most of
the different tasks that utilize these deep learning algorithms, conveyed through dif-
ferent ways such as visualizing attention maps, gradient activation maps etc. These
explanations would answer why an input produces a certain output; hence paving
ways to understand the blackboxes. Such model behavior analyses can be especially
beneficial to analyze and develop computational algorithms employing sensitive data
within the areas of forensics, criminal justice, law, health care, etc. However, even
with innumerable studies evolving in the category of deep learning based approaches
for image forensics, there are only a very few studies analyzing, at least at a primi-
tive level, the behavior of the models distinguishing natural and computer generated
images.

Among the works distinguishing natural and graphic images, a work that attempts
to analyze the model behavior is the one proposed by Quan et al. [54]. Their work fol-
lows a patch based approach, where an entire image is divided into patches to perform
CNN classification and later the classification decision of the entire image is derived
from the decisions of the patches. Their work analyzes what has been learned by
their CNN model by utilizing visualization tools such as layer-wise relevance prop-
agation [102] and deep visualization toolbox [103]. They could observe that lighting
and color transition are the important factors their proposed CNN considers for clas-
sification. Their analysis also comes up with observations that natural images contain
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more amount of variabilities making them more complex than graphics images which
are simpler with large color primitives.

Among the works distinguishing natural and GAN generated images, a work that
attempts to analyze the model behavior is the one proposed by Guo et al. [104]. Their
work tries to detect GAN generated face images by analyzing both eyes in a face for
any corneal specular highlight based artifacts. For this purpose, they initially carry out
localization of eye region, and later utilize a residual attention network for detecting
GAN images by locating the inconsistencies. Attention map visualizations of their
qualitative analysis also reveal that there are dissimilarities in the regions captured by
the attention between eye regions of the GAN and natural images.

2.9 Exploring Fairness in Image Forensics systems

Many works are seen to be reported in the literature studying fairness in image based
research problems, such as in the areas of face recognition [105], image classification
[106], medical image processing [107], etc. But comparably only a very few studies
explore bias in forensics systems, and amongst those studies, most of them work on
videos, i.e., Deep Fake videos.

Trinh and Liu [108] explore bias in three deep fake detection models Xception [68],
MesoInception-4 [109] and Face X-Ray [110], using gender and race balanced Deep
Fake face datasets. Their study observes high racial bias in the predictions of these
Deep Fake detection models. They could also observe that one of the most popularly
used datasets for training the models for Deep Fake detection, FaceForensics++ [61],
is also highly biased towards female Caucasian social groups.

Hazirbas et al. [111] proposes a video dataset to analyze the robustness of top-
winning five models of DFDC dataset [112] for the domains gender, skin type, age,
and lighting. They could observe that all the models are biased against dark skin
people and hence find that these five models are not generalizable to all groups of
people.

Pu et al. [113] explores gender bias in one of the Deep Fake detection models
MesoInception-4, in the presence of certain make-up anomalies, using the FaceForen-
sics dataset. Their study is centered on analyzing these models at various prominence
levels of the anomaly in the female and male social groups. Their observations are
that the model is biased towards both genders, but mostly towards the female group.

Xu et al. [114] explores bias in three Deep Fake detection models EfficientNet-
B0 [115], Xception [68], and Capsule-Forensics-v2 [116], by conducting evaluations
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on five Deep Fake datasets which are annotated with 47 attributes including non-
demographic and demographic attributes. Their observations state that these models
are highly unfair towards many of these attributes.

2.10 Summary

This chapter illustrated a brief background of Digital Image Forensics, the literature
review of computational and manual approaches to identify computer generated im-
ages including both computer graphics and GAN images, and the the literature re-
view of works exploring bias in digital image forensic systems. Besides the review of
related works presented in this chapter, the proposed contributions of this Thesis are
delineated in the context of the state-of-the-art works, in the corresponding chapters
itself (in sections 3.1.2, 4.1.2 and 5.1.2), for a better comprehension of the research gap
that each of the chapters focuses on.
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Chapter 3

MC-EffNet: Distinguishing Natural and
Computer Generated Images using
Multi-Colorspace fused EfficientNet

Abstract: This chapter proposes a novel approach for distinguishing natural and computer gener-
ated images, attempting the problem as a three-class classification task classifying natural, computer
graphics, and GAN images. For the task, the chapter proposes a Multi-Colorspace fused Efficient-
Net model by parallelly fusing three EfficientNet networks that follow transfer learning methodology.
Each of the three networks in the fused model operates in a different colorspace, one in RGB,
the other in LCH, and the third in HSV, which are chosen after analyzing the efficacy of various
colorspace transformations specifically towards this image forensics problem. The proposed model
outperforms the baselines in terms of accuracy, robustness towards post-processing, and generaliz-
ability towards other datasets. The study conducts psychophysics experiments to understand how
accurately humans can distinguish natural, computer graphics, and GAN images and could observe
that humans find difficulty in classifying these images, particularly the computer generated images.
This indicates the necessity of computational algorithms for the task. The study also analyzes the
behavior of the proposed model through visual explanations to understand salient regions that con-
tribute to the model’s decision making and compare with manual explanations provided by human
participants in the form of region markings. The experiments show similarities in both the model
and manual explanations, indicating the powerful nature of the proposed model to make decisions
meaningfully.

/ This work was supported by the Women Scientist Scheme-A (WOS-A) for Research
in Basic/Applied Science from the Department of Science and Technology (DST) of the
Government of India

3.1 Introduction

The problem of distinguishing natural images from photo-realistic computer gen-
erated ones either addresses natural images versus computer graphics or natural

images versus GAN images at a time. For the natural image versus computer graphics
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problem, when an image is not computer graphics it shall fall into the natural im-
age category, but it may sometimes actually belong to the GAN category of computer
generated images which is not considered for the task, a similar issue may also occur
for the natural images versus GAN images problem. Therefore in a real-world scenario,
to provide a complete forensic solution to distinguish natural images from computer
generated images, since the image generation is unknown, it is highly essential to con-
sider all categories of image generation including natural images taken by a camera,
computer graphics and GAN images. This work for the first time, to the best knowl-
edge, attempt to address this gap of a generalized algorithm in digital image forensics
to distinguish natural images from photo-realistic computer generated images includ-
ing both computer graphics and GAN images, as a three-class classification task by
proposing a Multi-Colorspace fused EfficientNet model.

3.1.1 Research Question

This chapter addresses the following research questions.

RQ1: Can a generalized algorithm be proposed for the forensic task of distin-
guishing natural and computer generated images including both com-
puter graphics and GAN images, rather than the usual task of natural
images versus either of the computer generated images?

RQ2: Does the combination of multiple colorspace transformations help to-
wards increasing the performance of distinguishing natural and com-
puter generated images including computer graphics and GAN images?

3.1.2 Delineating the Proposed Work in the Context of Literature

In the literature, works either address only natural images versus computer graphics prob-
lem or natural images versus GAN images problem at a time. However, such a closed
set will not suit the real-world scenario that requires a single forensic system to au-
thenticate an image by investigating multiple types of image generations where, in
most cases the image generation is unknown. Therefore unlike previous image foren-
sic works that had always been dealt with as a two-class classification problem, the
proposed work, for the first time, to the best knowledge, attempt the image forensic
task of distinguishing natural images from computer generated images as a three-
class classification problem classifying natural images, computer graphics and GAN
images.
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The proposed work performs a deep neural network based classification with
transfer learning methodology that avoids the burdensome processes such as feature
extraction and feature selection present in the case of conventional feature extraction
based approaches. Different from the transfer learning based work to distinguish nat-
ural images from computer graphics proposed by Rezende et al. [51] using a ResNet
architecture with 25.6M parameters, the choice of network in this proposed work is
an EfficientNet which is 4.9 times smaller with just 5.3M parameters. When compared
to the deep learning based works proposed by Cui et al. [43], and Quan et al. [54]
that utilize an earlier dataset, the Columbia dataset (Columbia Photographic Images
and Photorealistic Computer Graphics dataset [31]), with considerably less amount of
images for a deep learning task (800 images per class), the choice of dataset in this
proposed work is more challenging in the real world forensic scenario by maintaining
heterogeneity in each of the three classes so that to build a generalized robust model
that is unbiassed towards any particular image category, origin or generating algo-
rithm without compromising the number of images in the dataset (4000 images per
class). Also, this work avoids patch based implementation in the deep learning ap-
proach because firstly such patch based approaches are computationally very expen-
sive than taking full-sized images for checking whether an image is fully computer
generated or taken by a camera (e.g., Quan et al. [54] extracts 200 patches from a sin-
gle image) and moreover, such patch based implementations might be more suitable
for image forgery problems to detect manipulated image regions.

Apart from [117, 118] that choose certain colorspace transformations in their work
to distinguish natural images from computer generated images, this work examines
in detail which colorspaces provide high classification accuracies for the task of distin-
guishing natural images from computer generated images including computer graph-
ics and GAN images and also the chances of improvement in accuracy by fusing the
networks operating in different colorspaces. Among various works in literature to dis-
tinguish natural images from computer generated images, not many works are seen
to discuss the interpretability or behavior of the model, a work in this regard would
be [54] that tries to understand what the model learns to differentiate natural and
computer graphics images. Whereas this proposed three-class classification work for
natural, graphics and GAN images, besides visualizing explanations of correct and
wrong predictions for model behavior analysis, also compares visual explanations of
the proposed model with human explanations labeled as region markings during psy-
chophysics experiments. This helps to look for any similarities between the model and
human explanations and to understand whether the proposed model is predicting the
decisions meaningfully.
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3.1.3 Contributions

The major contributions of this chapter include:-

• This chapter introduces a deep learning based image forensic solution to distin-
guish natural images from photo-realistic computer generated images including
both computer graphics and GAN images

• This chapter propose a Multi-Colorspace fused EfficientNet model built by par-
allelly fusing three EfficientNet networks that follow transfer learning method-
ology where each of the three networks operates in a different colorspace, one in
RGB, the other in LCH, and the third in HSV that are chosen after analyzing the
efficacy of colorspace transformations in this forensic problem

• The proposed Multi-Colorspace fused EfficientNet model obtains good forensic
performance outperforming baselines in terms of accuracy, robustness towards
post-processing, and generalizability towards other datasets

• The study also conducts psychophysics experiments to assess the capability of
humans to classify natural images from photo-realistic computer generated im-
ages including computer graphics and GAN images

• The study analyzes behavior of the proposed model through visual explanations
to understand salient regions that contribute to the model’s decision making and
compare it with manual explanations provided by human participants in the
form of region markings procured during the psychophysics experiments

3.1.4 Chapter Organization

The rest of the chapter is organized as follows. Section 3.2 describes in detail the
dataset used in this study. Section 3.3 discusses in detail the methodology of the pro-
posed work. Section 3.4 gives the details of experimental settings and baselines used
for comparing against the proposed work. Section 3.5 illustrates results and discus-
sion including statistical significance, robustness, generalizability, feature visualiza-
tion, psychophysics experiments and model behavior analyses using activation maps.
Finally section 3.6 summarizes the chapter.

3.2 Dataset

The proposed study utilizes a total of 12000 images where GAN, Graphics, and Real
classes contain 4000 images each. For Graphics and Real classes, images are collected
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from the Computer Graphics versus Photographs dataset [1], a challenging dataset
with diversity in image category, origin, quality, and content. The class Graphics
of the dataset include photorealistic images that are not easily predictable manually
as computer graphics images and excludes graphical icons. Similarly to incorpo-
rate heterogeneity and to avoid bias in class GAN, the study collects images from
four different GAN algorithms ProgressiveGAN [58], StyleGAN [99], StyleGAN2 [98]
and StyleGAN2-ADA [119] considering their excellent performances to generate high-
quality realistic images. From the ProgressiveGAN generated images, almost 75 im-
ages are collected from each of the 31 image categories such as airplane, bedroom,
bicycle, bird, boat, bottle, bridge, bus, church outdoor, classroom, conference room,
etc. Almost 100 images are collected from each of the four image categories, bedroom,
car, cat, and face of StyleGAN generated images, five image categories, car, cat, church,
face, and horse of StyleGAN2 generated images, and the rest of the images from six
categories, cat, dog, wild, brecahad, face, and metface of StyleGAN2-ADA generated
images. Thus, the entire dataset maintains heterogeneity in every class with several
different categories like outdoor and indoor scenes, objects, animals, characters, land-
scapes, architectures, etc. Table 3.1 shows a sample set of GAN, Graphics, and Real

TABLE 3.1: A sample set of images from the dataset used in the pro-
posed study

GAN

Graphics

Real
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images from the dataset. The entire dataset is split into the ratio of 60:20:20 to form the
train, validation, and test sets, where the total number of images belonging to various
categories are split proportionally across each set.

3.3 Methodology

This study formulates the image forensic task of distinguishing natural images from
computer generated images as a three-class classification task with the classes being
Real, GAN, and Graphics where class Real indicates natural images and the classes
GAN and Graphics indicate computer generated images. Even though both GAN
and Graphics images are computer generated, they are maintained as separate classes
since they follow entirely different processes of image generation. Accordingly, this
study puts up an amendment to the depiction of the general framework followed for
natural images versus computer generated images problem as outlined by Quan et al. [54]
by incorporating the three-class classification approach, as shown in figure 3.1.

FIGURE 3.1: The general machine learning frameworks for digital im-
age forensic problem

Framework A indicates conventional feature based classification that finds a map-
ping y = clf (ftr(x)) between the training data x and corresponding label y using a
good choice of feature set (ftr) and classifier (clf ) combination. Whereas framework B
indicates deep neural network based classification that avoids the tiresome process of
hand-crafted feature extraction and feature selection. This work follows framework B
of deep neural network based classification with an aim to find the best-fit mapping
function M : y = M(x) for the training data (x1, y1), (x2, y2), ..., (xn, yn) where xi indi-
cates ith image in training set and yi indicates corresponding image label denoted as 0
for the class GAN, 1 for the class Graphics and 2 for Real. Deep neural networks also
allow the option of transfer learning where a network pre-trained over huge datasets
for some n-class classification task is utilized for another m-class classification task
even with less number of training data. Such a knowledge transfer from the source
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network helps to obtain high accuracy in the target network of different tasks. This
work incorporates transfer learning methodology that helps to transfer information
from an object classification network trained on the huge ImageNet [120] dataset with
1000 classes, to the proposed three-class forensic task.

3.3.1 Motivation

Some state-of-the-art works for distinguishing natural images from computer gener-
ated images discuss the future scope of fusing deep learning models to create ensem-
bled architectures that can improve classification accuracies [51, 54]. The concept of
network fusion for distinguishing natural from computer generated images is moti-
vated by ColorNet [121] where authors demonstrate that colorspace transformations
can significantly affect classification accuracies and also observe that there is no hun-
dred percentage correlation between different colorspace transformed images.

The choice of base network for network fusion is centered on the motivation that
it should have less number of parameters so that to reduce network complexity with-
out compromising on classification accuracy and further make chances of network
fusion easier by not much shooting up the complexity of the fused network. Hence
among the wide range of deep neural network architectures to hand, the proposed
work chooses one of the latest networks EfficientNet [115], as the base network for the
study that shows high performance in ImageNet recognition challenge [120]. Clas-
sification based on transfer learning methodology using a pre-trained EfficientNet-B0
model helps to reduce training complexity by keeping the number of trainable param-
eters of a single EfficientNet-B0 network to a very short number of only 3843.

3.3.2 Single Colorspace EfficientNet Network (SC-EffNet)

The family of EfficientNet networks viz., EfficientNet-B0 to EfficientNet-B7 emanates
from the baseline network (called EfficientNet-B0) by systematically experimenting
with scaling of network dimensions using a user-specified compound co-efficient [115].
The idea of uniform scaling carefully balances network depth, width, and resolution
by empirically quantifying the relationship among these dimensions, unlike the usual
scaling techniques that arbitrarily scale only one of these dimensions. The scaling co-
efficient ϕ controls resources obtainable for model scaling and employs constants α, β

and γ estimated by a grid search to allocate these extra resources to network depth d,
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width w and resolution r respectively.

i.e., depth: d = αϕ

width: w = βϕ

resolution: r = γϕ

s.t. α.β2.γ2 ≈ 2

α ≥ 1, β ≥ 1, γ ≥ 1

(3.1)

Such a principled procedure of compound scaling helps the network achieve state-
of-the-art classification performance. The baseline network EfficientNet-B0 is con-
structed inspired by Mnasnet architecture [122] by utilizing multi-objective neural ar-
chitecture search to optimize accuracy and FLOPS (Floating Point Operations Per Sec-
ond) using a trade-off parameter. Initially, the compound co-efficient ϕ is fixed to 1 and
grid search estimates optimal values for EfficientNet-B0 as α = 1.2, β = 1.1, γ = 1.15
under the constraint of α.β2.γ2 ≈ 2. Later these values of α, β and γ are kept con-
stant with different values of ϕ in equation 3.1 for scaling up the model to obtain
EfficientNet-B1 to B7.

Among the EfficientNet family of networks, this study utilizes EfficientNet-B0
for the task, since it has the advantage of good classification performance as well as
less number of parameters and FLOPS that can reduce training complexity, especially
when trying to implement network fusion. The major building block of EfficientNet-
B0 is the mobile inverted bottleneck convolution (MBConv) that utilize in-depth sep-
arable convolutions to reduce complexity of calculations [123] along with squeeze-
and-excitation optimization [124], batch normalization and swish activation [125] that
helps to further improve model performance. Figure 3.2 shows architecture of the
EfficientNet-B0 network.

This study performs classification based on transfer learning methodology using
a pre-trained EfficientNet-B0 model by removing its top dense layer with 1000 neu-
rons and instead, fitting a fully connected dense layer with 3 neurons and softmax
activation for this three-class classification task. All other layers in the EfficientNet-B0
network are kept frozen while training and validating the task. The initial phase of
classification is performed on the dataset (described in section 3.2) by considering in-
put images without any color conversion i.e., in the RGB colorspace itself (named as
SC-EffNetRGB). EfficientNet-B0 network can intake input images within the data range
0-255, since data normalization is included as a part of its architecture. Hence while
implementing an EfficientNet-B0 model for RGB images, the input images are not
rescaled to the range 0-1 as like the normal procedure of multiplication with 1./255,
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FIGURE 3.2: The architecture of EfficientNet-B0 network
(k: Convolutional kernel size)

which is most commonly performed while implementing many off-the-shelf deep
neural network architectures.

In this image forensic task of classifying GAN, Graphics, and Real images, there
was curiosity to know the colorspaces that significantly affect classification accura-
cies. Hence, the study performs classifications using the EfficientNet-B0 model over
colorspace transformed images. Colorspaces chosen for the set of experiments in-
clude HLS, HSV, LAB, LCH, XYZ, YCbCr, YDbDr, YIQ, YPbPr, and YUV, which are
the most commonly known and used color spaces. Except HLS and YDbDr, all the
other colorspaces chosen in this study are also experimented in ColorNet [121] for ob-
ject classification task, because of their easiness in the transformation from RGB. For
compiling the model, the study utilizes categorical cross-entropy as the loss function,
Adam optimizer with a learning rate of 0.001, batch size of 256 and 100 epochs.

In the case of colorspaces other than RGB, an additional intensity rescaling pro-
cedure is performed over the transformed images as their intensities do not follow
the range 0-255 for being admitted to the EfficientNet-B0 model. The image intensity
rescaling procedure that is followed in the proposed work is given in algorithm 3.1.
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Algorithm 3.1: Rescale image intensities to the data range 0-255

Input: Colorspace transformed image Timg with color channels [ch1, ch2, ch3]

Output: Intensity rescaled image Rimg
1 Initialize Rimg to be empty
2 for i← 1 to 3 do
3 min(i) = min(Timg[chi])

4 max(i) = max(Timg[chi])

5 Rimg [chi] = round
( Timg [chi ]−min(i)

max(i)−min(i) × 255
)

6 end
7 return Rimg

The test accuracies of classification for RGB images and for all the colorspace trans-
formed images without rescaling and after rescaling are shown in table 3.2. There
was curiosity on whether rescaling colorspace transformed images would in any case
reduce the classification accuracies. But, it is found that the classification accuracies
instead improved on rescaling the colorspace transformed images to the range 0-255,
for every colorspace transformation, particularly for LAB and LCH colorspaces (as
observed in table 3.2). Also, the classification in HLS colorspace was able to be imple-
mented only after rescaling.

TABLE 3.2: Accuracy of SC-EffNet for different colorspaces in
percentage (The highest accuracy is given in boldface)

Colorspace Without Rescaling After Rescaling

RGB 82.13 -
HLS - 77.79
HSV 77.96 80.38
LAB 40.29 77.42
LCH 36.33 80.52
XYZ 80.00 80.26
YCbCr 74.66 75.75
YDbDr 75.13 75.58
YIQ 74.83 76.54
YPbPr 74.17 75.92
YUV 74.38 75.79

The three-class forensic classification task of distinguishing GAN, Graphics, and
Real images obtains the highest accuracy of 82.13 percent when images are in RGB
colorspace itself, as against ColorNet [121] performed over the object classification
task that obtains its highest accuracy in LAB colorspace. Also, we observe that three
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other colorspaces, HSV, LCH, and XYZ, have their accuracies near to RGB after rescal-
ing, unlike ColorNet where except LAB every other colorspace have similar values of
accuracies. A much more detailed view of classification results showing accuracies of
each class separately is shown in table 3.3.

TABLE 3.3: Class accuracy and total accuracy of SC-EffNet for different
colorspaces in percentage (The highest two accuracies in each class and

total accuracy are given in boldface)

Colorspace GAN Graphics Real Total Accuracy

RGB 88.75 79.88 77.75 82.13
HLS 90.13 70.75 72.50 77.79
HSV 93.88 75.63 71.63 80.38
LAB 88.13 70.38 73.75 77.42
LCH 92.87 74.88 73.82 80.52
XYZ 90.75 74.61 75.42 80.26
YCbCr 84.38 68.88 74.00 75.75
YDbDr 87.38 66.25 73.13 75.58
YIQ 86.38 69.88 73.37 76.54
YPbPr 84.13 70.88 72.75 75.92
YUV 81.00 71.00 75.38 75.79

It can be observed that the accuracy of each class varies highly for different col-
orspaces. The accuracy of class GAN is comparatively higher than the other two
classes for all the colorspaces. The highest accuracy for class GAN is observed in HSV
colorspace and for classes Graphics and Real is observed in RGB colorspace. LCH
and XYZ are the other colorspaces that show the nearest higher accuracies for these
classes. Since the highest accuracies for each of the classes when viewed individually
are obtained in different colorspaces, there is scope for increasing the total accuracy
of the task by combining these colorspaces. Therefore, the study tries to combine the
SC-EffNet networks of colorspaces that obtain the highest accuracy for each class when
treated individually and also the colorspaces that obtains the highest overall accuracy
i.e., the combinations of RGB, HSV, LCH, and XYZ to form a Multi-Colorspace fused
EfficientNet.

3.3.3 Multi-Colorspace fused EfficientNet Network (MC-EffNet)

For combining the networks operating in different colorspaces, each colorspace except
RGB is rescaled and passed through a separate EfficientNet-B0 model pre-trained over
the ImageNet dataset. The top dense layer of each EfficientNet-B0 with 1000 neurons
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is removed and all other layers are kept frozen for the training phase similar to the SC-
EffNet based classification. The EfficientNet-B0 networks without the top dense layer
now returns a feature vector of size 1280, for each colorspace network. A parallelly
fused model is constructed, where the outputs of all the colorspace networks used for
fusion are concatenated and provided to a dense layer with three neurons, suitable
for the proposed classification task. Test accuracies of the different fused models con-
structed from RGB, HSV, LCH, and XYZ colorspace networks are shown in table 3.4.
The fusion technique shows an increase in overall accuracy, especially the combination
of the three colorspace networks RGB, LCH and HSV that produce a high accuracy of
87.96 percent, an increase of 5.83 percentage points from SC-EffNetRGB model. But the
addition of XYZ colorspace network again to this fused model is seen to slightly de-
grade the accuracy. Hence the study adheres to the three colorspaces, RGB, LCH and
HSV, to build the Multi-Colorspace fused EfficientNet model, MC-EffNet-1.

TABLE 3.4: Accuracy of MC-EffNet for colorspace network combina-
tions in percentage (The highest accuracy is given in boldface)

Colorspace network combination Accuracy

RGB + HSV 86.04
RGB + LCH 86.63
RGB + XYZ 82.63
RGB + LCH + HSV 87.96
RGB + LCH + HSV + XYZ 86.83

Since image forensic classification models, apart from providing high accuracies
should also show a good amount of robustness towards post-processed images, MC-
EffNet-1 is tested over JPEG compressed images. It could be observed that even though
MC-EffNet-1 gives high classification accuracy for original images without any post-
processing, the model accuracy decreases highly for JPEG compressed images, even
for a quality factor of 90 (shown in table 3.5). Interestingly, the decrease in test accu-
racy for JPEG compressed images is comparatively higher for class GAN than Graph-
ics and Real when observed class-wise. The accuracies of the base SC-EffNet networks
over JPEG compressed images is also provided in table 3.5. For SC-EffNetRGB, it can
be observed that with an increase in compression (or decrease in quality factor), there
exists a decrease in classification accuracy, but the rate of decrease is not as high as for
MC-EffNet-1. But while checking SC-EffNetLCH and SC-EffNetHSV a very quick decay
in their accuracies for compressed images can be observed. This helps to finalize that
even though LCH and HSV colorspace transformations can highly increase the clas-
sification accuracies of images without any post-processing, they do not behave well
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with JPEG compressed images.

TABLE 3.5: Model accuracy over original images and JPEG compressed
images in percentage for different quality factors (qf)

Model Original images JPEG compressed images

qf=90 qf=80 qf=70 qf=60 qf=50

MC-EffNet-1 87.96 74.79 68.20 64.75 63.37 62.16
SC-EffNetRGB 82.13 80.20 77.04 77.63 78.00 78.13
SC-EffNetLCH 80.79 62.96 59.29 56.00 54.17 54.46
SC-EffNetHSV 80.38 67.58 62.08 59.63 58.54 57.25

On further investigation, blocking artifacts is observed in the compressed images,
particularly in the compressed GAN images, which on colorspace transformations be-
comes very much visible as blocks with uniform intensity values, replacing original
intensities and region or shape information in that area of compressed images. This
creates differences in image contents between the same image moving through the
RGB pipeline and the LCH or HSV pipeline of MC-EffNet-1 for compressed images,
which might be the major cause for such degradation in model accuracy for com-
pressed images. This difference in image content between compressed images passed
through the RGB pipeline and the LCH or HSV pipeline increases as the quality factor
decreases.

To maintain the advantage of high model accuracy provided by LCH and HSV
colorspace transformations and to eliminate the negative effect of blocking artifacts
when dealing with compressed images, an additional pre-processing block is attached
to the LCH and HSV pipelines that employ a laplacian of gaussian filter over the im-
ages and add the residuals to corresponding images to avoid loss of information. The
advantage of passing an image through different filters before computations are well
explored in many fields of image forensics [62, 60, 59]. Such pre-processing operations
can very well study hidden data representations to understand natural image statis-
tics or any deviations from these statistics. Inspired by such image forensics works, the
usage of laplacian of gaussian filter to pre-process colorspace transformed images re-
fines MC-EffNet-1 model to a more robust MC-EffNet-2 model that achieves improved
robustness towards JPEG compressions. Also, with the addition of laplacian of gaus-
sian pre-processing block in MC-EffNet-2, the overall test accuracy improves to 89.38
percent an increase of 1.42 percentage points from MC-EffNet-1. The overall architec-
ture of the proposed Multi-Colorspace fused EfficientNet model MC-EffNet-2 is given
in figure 3.3.
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FIGURE 3.3: The overall architecture of Multi-Colorspace fused Effi-
cientNet model MC-EffNet-2

3.4 Experimental Settings

In the proposed model MC-EffNet-2, with the use of transfer learning methodology,
concatenation of feature outputs from the three colorspace network pipelines (RGB,
LCH and HSV) produces a feature vector of length 3840 which is then provided to a
dense layer with 3 neurons and softmax activation making the total trainable parame-
ters of the model to be 11523. The model is compiled with categorical cross-entropy
as loss function, Adam optimizer with learning rate 0.001, batch size of 256 and 100
epochs. Performance of the proposed model MC-EffNet-2 is compared with a set of
baselines discussed below.

3.4.1 Baselines

This work is the first of its kind considering the task of distinguishing natural images
from photo-realistic computer generated images including both computer graphics
and GAN images, as a three-class classification task. Therefore, baseline comparison
is performed for the MC-EffNet-2 model by fine-tuning state-of-the-art works belong-
ing to the categories natural images versus computer graphics, natural images versus GAN
images, and one another off-the-shelf deep neural network architecture, as three-class
classification tasks with the dataset used in this study.

• Quan et al. [54] (natural images versus computer graphics): A CNN based work that
proposes a local-to-global strategy for predicting classification results of local
patches after which the global classification results of the full-sized images are
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derived by majority voting. They compare their work with another patch-based
CNN approach [42] and four other state-of-the-art feature based works [126, 32,
30, 29] where their work obtains higher accuracies and robustness. Hence their
work is chosen as a baseline to compare the proposed work by replacing the final
dense layer of two neurons in their CNN model with three neurons to suit this
three-class classification task.

• Rezende et al. [51] (natural images versus computer graphics): A work that uses
ResNet-50 for classifying natural images and computer generated images. They
perform a result comparison between their 7 deep learning experimental set-
tings and 17 approaches implemented in [1]. Among all the 24 results, their ex-
perimental setting of transfer learning combined with a shallow classifier SVM
with RBF kernel obtains the highest accuracy when compared to their other deep
learning settings and feature based approaches. Hence their high accuracy ex-
perimental setting is chosen as one of the baselines for comparing the proposed
work by replacing the top layer to suit this three-class classification task.

• Nataraj et al. [63] (natural images versus GAN images): A CNN based work to
detect GAN images by using co-occurrence matrix of the RGB channels. Their
work obtains higher accuracy when compared to three state-of-the-art works,
a work based on steganalysis features [59, 60], a deep learning based work ex-
tracting residual features [62], and another work that fine-tunes generic deep
learning architecture of XceptionNet [68] pre-trained on ImageNet. Hence their
work [63] is chosen as a baseline to compare the proposed work by replacing
their final sigmoid layer with a dense layer of 3 neurons and softmax activation.

• InceptionResNet [67] (Off-the-shelf deep neural network): A model that shows
high classification accuracy for ImageNet classification task with almost 55.8M
parameters. Transfer learning methodology on InceptionResNetV2 pre-trained
over ImageNet dataset is attempted by freezing all its layers during the train-
ing phase and replacing the final prediction layer of 1000 neurons with three
neurons. Other hyperparameters include batch size 256, Adam optimizer with a
learning rate of 0.01 and 100 epochs.

3.5 Results and Discussions

The proposed model MC-EffNet-2 achieves a test accuracy of 89.38 percent, a gain of
1.42 percentage points when compared to MC-EffNet-1, and a gain of 7.25 percentage
points when compared to SC-EffNetRGB that achieves highest accuracy among single
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colorspace models. Figure 3.4 shows the plots of train-validation accuracy and loss,
and also the confusion matrix of the test result for the proposed model MC-EffNet-2.
Class GAN obtains a higher accuracy than the other two classes, Graphics and Real.
For class GAN, MC-EffNet-2 obtains an accuracy of 96.75 percent i.e., a gain of 2.87 per-
centage points when compared to SC-EffNetHSV that obtains the highest accuracy of
93.88 percent for class GAN among single colorspace models. Similarly, class Graph-
ics achieves an accuracy of 83.75 percent i.e., a gain of 3.87 percentage points when
compared to the highest accuracy of 79.88 percent for class Graphics obtained for SC-
EffNetRGB among single colorspace models. Class Real seems to be most advantaged
of the fusion technique since it achieves 87.63 percentage accuracy, a high gain of 9.88
percentage points when compared to the highest accuracy of 77.75 percent obtained
for class Real of SC-EffNetRGB among the single colorspace models.

(A) Train-validation accuracy (B) Train-validation loss

(C) Confusion matrix of test results

FIGURE 3.4: Train-validation accuracy, loss and confusion matrix of the
proposed model MC-EffNet-2
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Table 3.6 presents a comparison of model performances in terms of test accuracies
of individual classes and total accuracy, for the proposed model MC-EffNet-2 against
the chosen baselines. Results indicate that the proposed model obtains the highest
overall accuracy, and highest accuracies even for individual classes. Among the base-
lines, the next higher accuracy shown by InceptionResnet is less than the proposed
model by 9.92 percentage points. All the baselines including those proposed for nat-
ural images versus computer graphics problem, except the baseline model proposed by
Quan et al. [54], shows a similar trend of higher accuracy for class GAN followed by
class Real and then Graphics. Whereas the model proposed by Quan et al. [54], shows
higher accuracy for the class Graphics for which that model was originally proposed
for, but not higher than the accuracy for class Graphics achieved by the proposed
model MC-EffNet-2.

TABLE 3.6: Comparison of model performance accuracies in percentage
(The highest accuracy is given in boldface)

Model GAN Graphics Real Total Accuracy

Quan et al. [54] 56.08 72.88 69.79 66.25
Rezende et al. [51] 59.40 52.83 57.40 56.54
Nataraj et al. [63] 76.00 48.25 57.13 60.46
InceptionResNet [67] 85.25 73.50 79.63 79.46
MC-EffNet-2 (Proposed model) 96.75 83.75 87.63 89.38

3.5.1 Statistical significance

In addition to the significant gains achieved by the proposed model MC-EffNet-2 in
terms of accuracy over various baselines, statistical significance tests is conducted be-
tween the proposed model and the baselines. The study performs the Stuart-Maxwell11

test with conventional significance level i.e., a p-value of 0.05. A p-value of 0.00187 is
obtained between the proposed model MC-EffNet-2 and the model that obtained the
highest accuracy among baselines (i.e., InceptionResNet). Also, a p-value of 0.01036 is
obtained between the proposed model MC-EffNet-2 and the model that obtained high-
est accuracy among the Single Colorspace EfficientNet Networks (i.e., SC-EffNetRGB).
This provides evidence to conclude that the results of the proposed model MC-EffNet-
2 are statistically significant over the best performing baselines.

11http://www.john-uebersax.com/stat/mcnemar.htm#stuart, accessed: 17-12-2023

http://www.john-uebersax.com/stat/mcnemar.htm#stuart
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3.5.2 Robustness Against Post-processing

Post-processing operations are quite common when uploading images to the web or
social media. Therefore apart from producing good accuracies on original images
in the dataset, an effective algorithm for image forensics should also be robust over
post-processing operations. Hence this study evaluates robustness of the proposed
model and the baselines towards typical post-processing operation of JPEG compres-
sion, where the models trained on original data are tested over ten different JPEG
compression quality factors within the range 100 to 10, in steps of 10. Results of the
robustness test is shown in figure 3.5. It can be observed that even though accuracy
of MC-EffNet-2 drops with a decrease of quality factor, it always achieves better per-
formance than the baselines for all the quality factors. Also, it can be observed that
MC-EffNet-2 attains highly improved robustness than MC-EffNet-1 with the inclusion
of pre-processing block to colorspace transformations. Similar to the classification re-
sults of original images without compression, here also InceptionResnet is the baseline
that shows the next higher results for different quality factors. The entire results over
different compression quality factors indicate that the proposed model MC-EffNet-2
achieves better robustness towards post-processing based on JPEG compression than
the baselines.

FIGURE 3.5: Classification accuracies of the models for various JPEG
compression quality factors
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3.5.3 Generalizability

Generalizability of the proposed model MC-EffNet-2 and the baselines is analyzed by
testing over three dataset combinations that are unseen during the training phase. In
the first dataset, images for Real and Graphics classes are collected from PIM-Google
(photographic images from Google Image Search) and PRCG (photo-realistic com-
puter graphics images) sets of Columbia dataset [31] respectively. The images for
class GAN is collected from the generated images of PG2 (Pose Guided Person Gen-
eration [127]) GAN algorithm that produces high quality and realistic person images.
The Columbia dataset [31] contains large diversity in image content. Many previ-
ous state-of-the-art works utilize this dataset for the two-class natural images versus
computer graphics classification problem [32, 54, 43, 128]. From this dataset with 800
images per class, only twenty percent of the data is collected i.e., 160 images per class
randomly (without considering the five images which were associated with incorrect
labels in PIM-Google class as per findings in [54]), since it is only for testing model
generalizability. To build a balanced generalizability test dataset, the same number of
160 random images is collected from PG2 for class GAN. Apart from PIM-Google and
PRCG, the Columbia dataset [31] also consists of another set, PIM-Personal (photo-
graphic images from the authors’ personal collections) with 800 natural images, that
constitutes the second dataset for the generalizability test by replacing class Real of
the first dataset with 160 images randomly collected from PIM-Personal class.

Another dataset combination mostly used in many previous state-of-the-art works
[42, 54, 128] for the natural images versus computer graphics problem is the RAISE [48]
versus LDRD (Level-Design Reference Database) [129]. From the RAISE dataset that
consists of high-resolution raw and uncompressed images specifically for image foren-
sic research investigations, 160 images are collected randomly and these images are
converted directly to JPEG format to form the class Real of the third dataset. LDRD
consisting of screenshots from various video games can be seen utilized in [42] by
selecting only those screenshots which seem to be photo-realistic, followed by crop-
ping them to remove game information like dialogues, text bars, etc. From these im-
ages provided by [42], 160 images are collected to form the class Graphics of the third
dataset. To form the class GAN, images generated by CycleGAN [130] that generates
high-quality realistic images utilized in many state-of-the-art works to detect GAN
images [63, 73, 71] are collected. From CycleGAN images, instead of choosing a single
category of images amongst various unpaired image-to-image translation categories
of objects and scenes, 160 images are collected randomly from the horses-to-zebra,
zebra-to-horse, apple-to-orange and orange-to-apple categories.
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Table 3.7 shows the results of generalizability tests for the proposed model and
the baselines when tested over the three datasets, where one can observe that the pro-
posed model outperforms all the baselines. Higher accuracies obtained for the pro-
posed model MC-EffNet-2 when tested over the datasets on which the model was not
originally trained, indicates the promising nature of the proposed approach for tack-
ling future challenges in computer generated images. Also, it can be observed that
even though the proposed model is trained on the category of GAN algorithms that
generate whole new images, such as StyleGAN, it could perform well on CycleGAN
which belongs to the attribute transfer category of GAN algorithms.

TABLE 3.7: Model generalizability over different datasets in percentage
(The highest accuracy is given in boldface)

Model
PG2 ×

PRCG ×
PIM-Google

PG2 ×
PRCG ×

PIM-Personal

Cycle GAN ×
Raise ×
LDRD

Quan et al. [54] 54.22 56.27 60.01
Rezende et al. [51] 51.25 51.21 50.92
Nataraj et al. [63] 49.17 53.63 48.75
InceptionResNet [67] 62.08 67.16 71.74
MC-EffNet-2 (Proposed model) 81.04 85.21 84.79

The study also checks the applicability of the proposed model in distinguishing
GAN generated videos, computer graphics videos and real videos by classifying the
corresponding video frames into GAN, graphics and real categories. For the experi-
ments, 30 short length videos are utilized i.e., 10 GAN generated and 10 real videos
from the Deep Fake Detection Challenge (DFDC) dataset [131] and 10 graphics videos
downloaded from CGSociety [132]. Each video in DFDC dataset contains almost 300
frames and hence from each graphic video 300 frames are selected randomly after re-
moving the frames with title or other text descriptions. The frames corresponding to
each video are passed through the proposed model MC-EffNet-2 for testing. A major-
ity voting scheme over the prediction results for entire frames of a video classifies the
corresponding video into GAN generated, graphics or real video. A classification ac-
curacy of 61.83 percent is obtained, indicating the applicability of the proposed model
even to classify GAN, graphics and real videos.
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3.5.4 Feature Visualization

The proposed model MC-EffNet-2 projects raw pixels of the input images with dimen-
sion 224×224×3 or the feature vector of size 150528 to a lower dimension feature vec-
tor of size 3840, with an intention to provide a good amount of separability between
the three classes, so that the top classifier layer attains a high classification accuracy.
To understand the separability of features projected from the proposed model, a tech-
nique for dimensionality reduction called t-Distributed Stochastic Neighbor Embed-
ding (t-SNE) [133] is implemented. t-SNE can visualize high dimensional features into
a two-dimensional plane. Both the raw image features and output features from MC-
EffNet-2 are projected into two-dimensional plots with three different colors indicating
three different classes. The plots are given in figure 3.6, where green circles represent
class GAN, blue squares represent class Graphics and pink diamonds represent class
Real. As can be seen from t-SNE visualizations, raw image features are more clustered
particularly towards the center of the plot (figure 3.6a), whereas output features from
the proposed model MC-EffNet-2 are seen to be more separated (figure 3.6b). Thus, t-
SNE visualizations prove that the proposed model MC-EffNet-2 suits the forensic task
of classifying natural images from computer generated images including both com-
puter graphics and GAN images, by projecting raw image pixels to much better and
separable feature space.

(A) Raw image features (B) MC-EffNet-2 features

FIGURE 3.6: t-SNE visualization of the feature vectors ( indicates
GAN, indicates Graphics and, indicates Real images)
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3.5.5 Psychophysics Experiments

Based on an inquisitive interest to know how accurately humans can distinguish natu-
ral images from photo-realistic computer generated images including computer graph-
ics and GAN images, this study performs a manual classification test for GAN, Graph-
ics, and Real classes of images. The study gathers information from eleven human par-
ticipants on a set of 330 images randomly selected from test data used in this study.
The participants belong to the age group 22 to 40 years with normal or corrected-to-
normal visual acuity and normal color vision. An annotation tool VIA [134] is utilized
that helps participants to label each image as GAN, Graphics or Real and also mark
parts/regions in the image that explains their decisions. This way of asking human
participants to provide evidence/explanation in the form of region markings allows
to omit the chances of lucky guesses and moreover provides insight into what the
participants perceive as a suspect and/or evidence in the images. In VIA participants
can zoom in and zoom out images for better analysis and no other constraints like
viewing distance, time for observation, etc., are imposed. Each participant is asked to
label thirty images randomly chosen and assigned to them and each image is anno-
tated only once. For a participant, the entire experiment on thirty images including
marking their explanations in the images takes nearly 45 minutes.

For comparison, accuracy of the proposed model MC-EffNet-2 is also computed
over the same set of 330 images selected for psychophysics experiments. Figure 3.7
shows the confusion matrices of manual classification performed by human partici-
pants (figure 3.7a) and that of the proposed model MC-EffNet-2 (figure 3.7b), over the
330 images. For manual classification, a total accuracy of 62.42 percent is obtained,
whereas for the same set of images the proposed model MC-EffNet-2 obtains a higher
accuracy of 85.15 percent i.e., a very high gain of 22.73 percentage points. It can be
observed that the ability of humans to classify Real images is almost near to the pro-
posed model MC-EffNet-2, with a decrease of 5 percentage points for manual classifi-
cation, but for Graphics images MC-EffNet2 highly outperforms manual classification.
Similarly, in the case of GAN images manual classification accuracy is almost half of
MC-EffNet-2. The overall results indicate that the ability of humans to identify photo-
realistic computer generated images are very low and hence there is a high necessity
for image forensic algorithms that can computationally aid to distinguish natural im-
ages and photo-realistic computer generated images. The proposed model MC-EffNet-
2 with a high classification accuracy, especially for photo-realistic computer generated
images, is thus a better solution for the forensic task of distinguishing natural images
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from photo-realistic computer generated images. The Stuart-Maxwell statistical sig-
nificance test is also computed between the proposed model and manual classification
where the proposed model obtains a p-value of 2.481E− 06 indicating the significance
of MC-EffNet-2 model over manual classification.

(A) Manual classification (B) MC-EffNet-2

FIGURE 3.7: Confusion matrices of classification performed by human
participants and the proposed model MC-EffNet-2

3.5.6 Understanding the Explanations

Apart from analyzing the model performance, behavior of the proposed model MC-
EffNet-2 is investigated so that one can trust the predictions of the proposed deep
learning model. Hence, this study utilizes a Gradient-weighted Class Activation Map-
ping (Grad-CAM) [135] that makes use of class-specific gradient information to make
the deep learning model more transparent through visual explanations. To obtain vi-
sual explanations Grad-CAM is employed at the penultimate layer of the fully trained
and saved MC-EffNet-2 model that constructs coarse localization maps of salient re-
gions in input images that are significantly important for the predictions.

Since this task is formulated as an image classification problem build using transfer
learning methodology over the source networks of pre-trained EfficientNets originally
meant for the object classification task, the study initially tries to identify whether the
proposed fused model is still looking for objects while making the decisions, or is it
looking for regions significant for classifying natural images and computer generated
ones in a forensic perspective. To address this question Grad-CAM explanations of
a set of images from the dataset used in this study, are taken for the proposed fused
model MC-EffNet-2, and also for the base network EfficientNet-B0 pre-trained on the
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ImageNet dataset. Grad-CAM explanations from both the models for GAN, Graphics
and Real images are shown in table 3.8. The EfficientNet-B0 network which is pre-
trained on the ImageNet dataset as obvious mainly highlights the objects present in
the images. But it can be observed that even though the proposed fused model MC-
EffNet-2 is built over the base network of EfficientNet which was originally designed
for the object classification task, after applying transfer learning to this forensic task,
does not primarily give importance to objects as in source task, rather highlights re-
gions that are significant in classifying images as GAN, Graphics or Real in a forensic
perspective. This indicates the fitness of the proposed model MC-EffNet-2 as a forensic
solution to classify GAN, Graphics and Real images.

TABLE 3.8: Grad-CAM explanations from the base network
EfficientNet-B0 and the proposed model MC-EffNet-2 for GAN, Graph-

ics and Real images

Original
image

Grad-CAM explanations Original
image

Grad-CAM explanations

EfficientNet MC-EffNet-2 EfficientNet MC-EffNet-2

GAN

Graphics

Real

Accordingly, the study tries to understand what makes the proposed MC-EffNet-
2 model label an image as GAN, Graphics or Real in the context of image forensics.
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For this study, manual explanations in the form of region markings (yellow bound-
ing boxes12) from human participants of the psychophysics experiments are also uti-
lized, to compare whether Grad-CAM explanations given by the proposed model have
any similarities with the manual explanations. First, the case of images for which
the model and human participants provide correct predictions are considered and the
Grad-CAM and manual explanations of these images are analyzed. Table 3.9 shows
the examples of this case, where each set of two rows indicates GAN, Graphics and
Real classes, respectively, and for each class, four sample images with their corre-
sponding Grad-CAM and manual explanations are provided.

In the set of GAN generated images in the table, for the first image of a sheep it
can be observed that the image is not completely formed and there are missing regions
like the legs of the sheep. While looking at the Grad-CAM explanations provided by
the MC-EffNet-2 model for this image, it can be seen that the model captures image
regions of legs and also slight differences in fur color and texture near the neck region.
For the same image, the human participant has marked the leg region as an explana-
tion for classifying that image as a GAN image. Similarly, in the second GAN image
of a bird where the image is not completely formed at the head region and the texture
of the bird is misplaced towards the bottom of the image, Grad-CAM captures both
these regions along with the tail region and also some parts of the surroundings. The
human participant has manually marked the head region and misplaced texture at the
bottom of the image. In the next GAN image of a human face, where no misformations
or misplacements can be seen evidently, Grad-CAM mainly highlights the texture of
hair, some regions of the face and also some parts of the surroundings. For this im-
age, the human participant has highlighted the hair region as an explanation. In the
GAN image of the tower also, both the Grad-CAM explanation of the model and the
manual annotation, highlights almost the similar region of the image. Hence in the
GAN image examples, similarities can be observed between Grad-CAM explanations
provided by the proposed model and the manual explanations.

Next, the Grad-CAM and manual explanations of Graphics images in the second
set of rows are analyzed. For all correct predictions of Graphics images, Grad-CAM
explanations are most commonly seen to highlight uneven illuminations or illumi-
nated regions in images. Human participants are also seen to mark such regions of
uneven illuminations. In the third set of Real images, Grad-CAM explanations are
commonly seen to be centered on the surroundings focusing on complex variabilities
in the background regions. In the first Real image, along with background regions, a

12Boundaries of the bounding boxes are thickened in this paper for better visibility
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TABLE 3.9: Explanations of images for which the proposed model MC-
EffNet-2 and human participants both produce correct predictions

Original
image

Grad-CAM
explanation

Manual
explanation

Original
image

Grad-CAM
explanation

Manual
explanation

GAN

Graphics

Real

major significance can be seen given to the shadow of the swan in the water by Grad-
CAM as well as the human participant. Similarly, the feather regions in the second
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image, clouds in the third image, and the blurred natural background in the fourth
image can be seen highlighted in both Grad-CAM and manual explanations. From the
overall results, it can be summed up that explanations of the MC-EffNet-2 model are
mostly similar to manual explanations, and also the proposed model is able to identify
more number of salient regions than human participants to distinguish between natu-
ral and computer generated images. Thus, the explanations demonstrate the powerful
nature of the proposed model MC-EffNet-2 to take decisions meaningfully.

This study also tries to get insights on the wrong predictions by examining images
for which human participants provide correct predictions but the proposed model
MC-EffNet-2 produces wrong predictions. A few examples of this case are given in
table 3.10. The first image (a) is a GAN image that is manually predicted as GAN itself
but MC-EffNet-2 misclassifies it as Real. Grad-CAM explanation from MC-EffNet-2
shows that the decision is produced from the head region, rock at bottom of the image
and surroundings, but not mainly from the misformed regions like the leg region.
For Graphics image (c), which is manually predicted as a Graphics itself, MC-EffNet-2
misclassifies it as GAN. Grad-CAM explanation shows that it produces decision from
only the object region of one of the photographs in the image and not from regions of
illuminations as usually seen in the case of Graphics images. Similarly, the Graphics
image (d) is misclassified as Real taking into account the regions of mountains and
some parts of the background, rather than considering regions of illuminations in the
image as usually seen in the case of graphics images. Similarly, in the Real image
(e) object regions of the sheeps are highlighted by MC-EffNet-2 than the meaningful
explanations like surroundings or shadows as usually seen for Real images which
might be the reason for its misclassification as GAN. Whereas in the images (b) and
(f), MC-EffNet-2 highlights uneven illuminations which might be the reason for its
misclassification as Graphics.

3.6 Summary

This work proposed a deep learning based Multi-Colorspace fused EfficientNet model
to classify natural images and photo-realistic computer generated images including
both computer graphics and GAN images, as against the state-of-the-art works that
have always discussed either natural images versus computer graphics or natural images
versus GAN images problem at a time. The study compared the proposed model with
state-of-the-art methods, where the proposed model outperforms all the baselines in
terms of performance accuracy, robustness against typical post-processing operation
of JPEG compression and generalizability towards other datasets which demonstrates



56 Chapter 3. MC-EffNet: Distinguishing Natural and Computer Generated . . .

TABLE 3.10: Explanations of images for which human participants pro-
vide correct predictions but MC-EffNet-2 produces wrong predictions

Original
image

Grad-CAM
explanation

Manual
explanation

Original
image

Grad-CAM
explanation

Manual
explanation

Ground-truth: GAN

(a) GAN misclassified as Real (b) GAN misclassified as Graphics

Ground-truth: Graphics

(c) Graphics misclassified as GAN (d) Graphics misclassified as Real

Ground-truth: Real

(e) Real misclassified as GAN (f) Real misclassified as Graphics

the utility of the proposed model in real-world forensic applications. The study also
conducted psychophysics experiments to realize how capable humans are in classify-
ing natural images and photo-realistic computer generated images, where the results
of manual classification accuracies were lower than the proposed model accuracies,
particularly in classifying the photo-realistic computer generated images, indicating
the necessity and usefulness of the proposed computational model for the task. The
chapter also analyzed the behavior of the proposed model by visualizing salient re-
gions in images that are responsible for classification decisions. These visual expla-
nations of the proposed model were compared with explanations manually labeled
by human participants for their correct predictions. Similarities were observed be-
tween explanations of the proposed model and manual explanations indicating that
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the proposed model takes decisions meaningfully. To the best knowledge, such a com-
parison of visual explanations to understand whether the model behaves alike human
explanations to produce decisions meaningfully is a new attempt that might even be
useful in other digital image forensics or multimedia security tasks. To aid future
research, these manual classifications along with the manually labeled visual expla-
nations and other relevant materials including datasets and source codes are made
publicly available at https://github.com/manjaryp/GANvsGraphicsvsReal and
https://dcs.uoc.ac.in/cida/projects/dif/mceffnet.html.

https://github.com/manjaryp/GANvsGraphicsvsReal
https://dcs.uoc.ac.in/cida/projects/dif/mceffnet.html




59

Chapter 4

MCE-ViT: A Robust Approach Towards
Distinguishing Natural and Computer
Generated Images using Multi-Colorspace
fused and Enriched Vision Transformer

Abstract: Even though the forensic classification task of distinguishing natural and computer gen-
erated images gets the support of the new convolutional neural networks and transformer based
architectures that can give remarkable classification accuracies, they are seen to fail over the images
that have undergone some post-processing operations usually performed to deceive the forensic al-
gorithms, such as JPEG compression, gaussian noising, etc. This work proposes a robust approach
towards distinguishing natural and computer generated images including both, computer graphics
and GAN generated images using a fusion of two vision transformers where each of the transformer
networks operates in different color spaces, one in RGB and the other in YCbCr color space. The
proposed approach achieves high performance gain when compared to a set of baselines, and also
achieves higher robustness and generalizability than the baselines. The features of the proposed
model when visualized are seen to obtain higher separability for the classes than the input image
features and the baseline features. This work also studies the attention map visualizations of the
networks of the fused model and observes that the proposed methodology can capture more image
information relevant to the forensic task of classifying natural and generated images.

/ This work was supported by the Women Scientist Scheme-A (WOS-A) for Research
in Basic/Applied Science from the Department of Science and Technology (DST) of the
Government of India

4.1 Introduction

With the advent of convolutional neural network architectures (CNN) and trans-
former based architectures, the image classification systems are achieving high

classification accuracies. Utilizing these techniques the forensic algorithms or tools
to distinguish natural and computer generated images while moving to attain some
success have been mostly vulnerable to different variations in images caused due to
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image quality, resolution, compression quality, or color which are capable enough to
dramatically modify or restructure the underlying image properties13. Image forgeries
are almost always followed by these operations like adding some noise or applying
JPEG compression, to obscure any traces of image generation or forgeries and thereby
deceiving image forensic algorithms and tools. Therefore, besides producing a high
performance system for classifying photographs and computer generated images of
both categories (computer graphics and GAN), it is equally essential to review the ro-
bustness of these forensic systems towards various post processing operations. Hence,
unlike the works in the literature that deals the forensic task of distinguishing natural
and computer generated images as a binary-class classification task either by consid-
ering only computer graphics or only GAN images, this work proposes a generalized
and robust forensic algorithm for classifying real, computer graphics and GAN im-
ages. The proposed methodology focuses on building a classification model such that
it achieves high accuracy and is highly robust against various post-processing opera-
tions.

4.1.1 Research Question

This chapter addresses the following research questions.

RQ1: Do the image categories such as natural images, computer graphics, and
GAN generated images, behave similarly towards the post-processed im-
ages?

RQ2: If not, can these differences be exploited to build a forensic system that
distinguishes natural images, computer graphics, and GAN images with
high performance as well as with high robustness against post-processing
operations?

4.1.2 Delineating the Proposed Work in the Context of Literature

To the best knowledge, the work of MC-EffNet proposed in the previous chapter 3 is
the only work in the literature that distinguishes natural versus computer generated
images by considering both computer graphics and GAN images in the category of
computer generated images. The work proposed in the previous chapter utilizes an
EfficientNet CNN architecture for the three-class classification task. But, to the best

13https://www.nytimes.com/interactive/2023/06/28/technology/ai-detection-midjourne
y-stable-diffusion-dalle.html?auth=register-google&utm_source=pocket-newtab-intl-en,
accessed: 17-12-2023

https://www.nytimes.com/interactive/2023/06/28/technology/ai-detection-midjourney-stable-diffusion-dalle.html?auth=register-google&utm_source=pocket-newtab-intl-en
https://www.nytimes.com/interactive/2023/06/28/technology/ai-detection-midjourney-stable-diffusion-dalle.html?auth=register-google&utm_source=pocket-newtab-intl-en
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knowledge, no works are seen to be reported using the high performance recent deep
learning architectures viz., transformer based architectures, for classifying natural im-
ages versus both categories of computer generated images, i.e., Graphics and GAN
generated images. This work utilizes vision transformers and proposes a fusion based
approach to distinguish natural versus computer generated images including both
Graphics and GAN image categories.

Despite other works in the literature that utilize certain color space transforma-
tions for the task of distinguishing natural images from computer-generated images
of either of the category [117, 118], the proposed work utilizes two color spaces in
the methodology, based on rigorous set of experiments, one for improving the over-
all accuracy of the task of distinguishing natural images from computer-generated
images of both categories, and the other color space that deals with improving the
robustness of the proposed model against post-processing operations such as JPEG
compression, gaussian noising, etc. The proposed methodology follows a transfer
learning approach which helps to improve the accuracy of the task without involv-
ing the burdensome process of pre-training and thereby not increasing the training
complexity. The proposed work is centered on an overlooked facet of leveraging the
variability in vulnerabilities of different classes of images i.e., GAN, graphics, and real
images towards post-processing operations for the task of distinguishing these classes
of images with high accuracy and robustness.

4.1.3 Contributions

The major contributions of this chapter are:

• This chapter proposes a transformer based approach for the forensic task of dis-
tinguishing natural images and computer generated images including both com-
puter graphics and GAN images.

• This work majorly focuses on building a classification model that is highly ro-
bust against post-processing operations such as JPEG compression, addition of
gaussian noise, etc., and therefore a fusion of two color space transformations is
employed in this approach.

• The chapter compares the performance of the proposed model with a set of base-
lines and could observe that the performance of the model outperforms the base-
lines, is highly robust against post processing operations, and is also generaliz-
able to unseen test data.
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• The chapter visualizes feature representations of the proposed model and com-
pares with the input image features and feature representation of a baseline
method, where it is observed that the proposed model provides better separabil-
ity between the three different classes, helping towards improved classification
performance.

• The chapter also visualizes the attention maps of the networks of the proposed
fused model, to study the capability of the proposed methodology for the foren-
sic task of classifying natural and computer generated images.

4.1.4 Chapter Organization

The rest of this chapter is organized as follows. Section 4.2 gives details of the dataset
used in this study. Section 4.3 discusses the methodology of the proposed work along
with the motivation and detailed description of the proposed model. Section 4.4
presents the experimental settings and details of the baseline models used for com-
paring the proposed model. Section 4.5 presents the results and discussion including
the results of the experiments for robustness, generalizability, feature visualization,
and the analysis of attention maps. Section 4.6 finally summarizes the chapter.

4.2 Dataset

The work proposed in this chapter also utilizes the same GAN, Graphics, Real im-
age dataset used in the previous chapter 3 (explained in detail in section 3.2). In
brief, the dataset comprises 12000 images in total, where each of the classes contains
4000 images. The class GAN consists of images collected from a variety of genera-
tive algorithms such as ProgressiveGAN [58], StyleGAN [99], StyleGAN2 [98], and
StyleGAN2-ADA [119]. Whereas, the images for the classes Graphics and Real are ob-
tained from the Computer Graphics versus Photographs dataset [1]. The entire dataset
is challenging and contains a diverse category of images in terms of image content (in-
door and outdoor scenes, animals, objects, etc.), origin (different generative/graphics
algorithms or cameras, etc), and quality. Also, the computer generated images i.e.,
both GAN and graphics generated images are photorealistic, i.e., they are not man-
ually easy to predict as computer generated ones. For the training, validation, and
testing the dataset is proportionally split in the ratio 60:20:20 respectively.
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4.3 Methodology

In this work, the forensic task of distinguishing natural and computer generated im-
ages is formulated as a three-class classification task, where the three classes are GAN,
Graphics, and Real. GAN and graphics images, even though both being computer
generated, are maintained as separate classes as they have different generation pro-
cesses. For this three-class classification problem, transformer based deep neural net-
works is utilized to find the best-fit mapping function M : y = M(x) for the train data
(x1, y1), (x2, y2), ..., (xn, yn) where for each image xi in the training set, yi ∈ (0, 1, 2),
indicating either of the classes GAN, Graphics or Real, respectively.

4.3.1 Motivation

The images transmitted through social media and online platforms are subject to im-
age compression, mostly JPEG compression, where different online platforms follow
different JPEG compression standards [2, 136, 137]. Also in the cases of intentionally
propagating fake images to support some piece of fake news to convince the audi-
ence, these images are seen to be mostly subject to multiple image compressions [3,
4]. Hence, any model proposed for distinguishing natural and computer generated
images, apart from obtaining high classification accuracy must also be highly robust
towards compression. But most of the computational models in the literature pro-
posed for the forensic task of distinguishing natural and computer generated images,
are less robust to post processing operations, particularly the JPEG compression [138].
That is, as the compression factor of the images increases (or the quality factor of the
images decreases), the accuracy of the computational models to distinguish natural
and computer generated images decreases. The classification accuracies of different
computational models to distinguish GAN, graphics, and real images are analyzed at
varying levels of JPEG compression, including the state-of-the-art vision transformer
based architectures ViT-Base and ViT-Large [139], state-of-the-art CNN based architec-
ture InceptionResNet [67] and a few other baselines that classify natural and computer
generated images [140, 54, 51, 63]. Figure 4.1 shows the results of classification accu-
racies of these models for various compression factors. As can be seen from the figure,
the accuracy of all the models decreases as the compression increases.

To propose a robust model for the task, hence, the class accuracies of these models
are further analyzed. Figure 4.2 shows the individual class accuracies of the models
for varying levels of JPEG compression i.e., accuracies of the class GAN generated im-
ages at varying levels of compression factors in figure 4.2a, graphics generated images
in figure 4.2b, and real images in figure 4.2c. It can be observed that, for uncompressed
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FIGURE 4.1: Classification accuracies of the models for various JPEG
compression quality factors

images (original images with zero compression factor), class accuracies of GAN gen-
erated images are always higher than the accuracies of graphics and real images, for
all the models. But at the same time, as the compression increases, class GAN is the
most affected (as shown in figure 4.2a). That is, there is a very high drop/decay in
the class GAN accuracies of the models with even small increments in JPEG compres-
sion. Whereas, for the class Graphics in figure 4.2b, there is negligible drop in class
accuracies of the models, it has almost stable accuracies as the compression increases.
Also, for the class Real in figure 4.2c, the drop in class accuracies of the models as the
compression increases are very less when compared to the class GAN; but there are
certain slight drop or increase in accuracies for the class Real more than the rates of
class Graphics. Altogether, analyzing the class accuracies shows that the rate of de-
crease in class accuracies with the increase in compression differs for different classes.
And hence, how can this vulnerability of the decrease in accuracy with an increase in
compression, which differs for each class be exploited is the motivation for the pro-
posed approach of a robust classification model for the forensic task of distinguishing
natural and computer generated images.
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(A) GAN class accuracies (B) Graphics class accuracies

(C) Real class accuracies

FIGURE 4.2: Class accuracies of the models for various JPEG compres-
sion quality factors

4.3.2 Network Architecture

The methodology of this study is devised in such a way that the proposed model
should obtain high classification accuracy and should also be highly robust. A Multi-
Colorspace fused and Enriched Vision Transformer (MCE-ViT) model is proposed by
parallely combining two transformer based networks that operates in two different
color spaces, one for obtaining high classification accuracy and the other network
dedicated to improve the robustness of classification. The entire architecture of the
proposed model is shown in figure 4.3.

For obtaining high classification accuracies the study chooses as the first network
of the fused model, one of the recent state-of-the-art transformer based models, the
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FIGURE 4.3: Overall architecture of the Multi-Colorspace fused and En-
riched Vision Transformer (MCE-ViT)

Vision Transformer (ViT) [139]. The ViT network divides each of the images into non
overlapping patches of fixed size which are linearly embedded, along with a position
embedding for each of the image patches and a learnable token for classification.

The first ViT network used for the study takes as input the RGB images, and is
named as RGB ViT network in this study. The study follows a transfer learning strat-
egy where the ViT network pre-trained on the Imagenet 21-k dataset [141] is chosen,
and fine-tuned using the task specific GAN, Graphics and Real images dataset (de-
tailed in section 4.2). Even though this first RGB ViT network is found to obtain high
classification accuracies for uncompressed images, it also has a performance decay
when the images are JPEG compressed, as already seen in figure 4.1. Since the rate of
performance decay is different for different classes (as detailed in section 4.3.1), allow-
ing the model to also learn about these differences in performance decay among the
classes, would help to better identify these classes in compressed scenarios. Therefore,
a strategy is designed for the second network to form a fused model in such a way as
to make the model learn these differences and thereby improve the robustness.

In the second network of the fused model, the input RGB images from the dataset
are initially converted to YCbCr color space, the color space commonly used in the
process of JPEG compression [142]. The process of JPEG compression mainly down-
samples the chrominance planes Cb and Cr because the changes brought up in these
planes are less visually discernible [142, 143]. On this basis, the second Enriched YCbCr
ViT network enriches the YCbCr images with the information on the error of chromi-
nance planes between the original images and their corresponding JPEG compressed
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versions as follows.

YCbCr
JPEG compression−−−−−−−−−→ Y’Cb’Cr’

YCbCr− Y’Cb’Cr’
Error of chrominance planes−−−−−−−−−−−−−−−→ {}CbdifCrdif

YCbCr + {}CbdifCrdif Enrichment−−−−−−→ YCbCrenriched (4.1)

This strategy is motivated by the fact that, since the rate of differences between
original and compressed versions of images are different for different classes, en-
riching the images with this information on the rate of differences would be highly
beneficial to distinguish natural and generated images with high classification accu-
racies, even for images in post-processed scenarios thereby improving robustness of
the model. Accordingly, the second pre-trained ViT network is fine-tuned using these
enriched YCbCr images.

Both the first RGB ViT network and the second Enriched YCbCr ViT network produce
an output feature vector. Even though the feature vector from the first RGB ViT net-
work is very powerful to classify GAN, graphics, and real images with high accuracy
in uncompressed scenarios, in order to decrease its effect towards performance decay
in compressed scenarios, an average pooling is performed on this feature vector to ob-
tain only the representative feature of the RGB ViT network. Thus, pooling the feature
vector from the RGB ViT network helps to not affect the robustness of the model in
compressed scenarios, as well as to maintain high model accuracies. Later, to build
the fused model, the feature vectors from both the ViT networks are concatenated to
form a single feature vector which is passed to a fully connected neural network with
a dense layer and a 3-class output layer that determines the class label of the images.

4.4 Experimental Settings

The proposed study utilizes the vision transformer ‘vit-large’ with patch size 16 and
input image size 224 x 224, for both RGB and the Enriched YCbCr networks of the
fused model. The Enriched YCbCr ViT network utilizes JPEG compression with a qual-
ity factor of 90. The study follows transfer learning strategy where both the ‘vit-large’
networks are pre-trained on ImageNet-21k [141] and fine-tuned on the task specific
dataset used in the study. Each ViT network produces an output feature vector of size
1024. After manually analysing the results of average pooling of the feature vector
from the first RGB ViT network with various kernel sizes and strides, a kernel size of 16
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without any stride is selected as a representative setting, and the resultant feature vec-
tor of size 64 is concatenated with the feature vector from the second Enriched YCbCr
ViT network. The entire concatenated feature vector of size 1088 is fed to a dense layer
of 512 neurons with ReLU activation function, followed by an output dense layer of 3
neurons with softmax activation function, making 559107 number of trainable parame-
ters. The other hyperparameters are batch size 16, categorical crossentropy loss function,
Adam optimizer, and 50 epochs.

The experiments are conducted on the deep learning workstation equipped with
Intel Xeon Silver 4208 CPU at 2.10 GHz, 256 GB RAM, and two GPUs of NVIDIA
Quadro RTX 5000 (16GB each), using the libraries Tensorflow (version 2.8.0), Keras
(version 2.8.0), Torch (version 1.13.1+cu116), PyTorch Lightning (version 1.9.0), Trans-
former (version 4.17.0), and Albumentations (version 1.3.1).

4.4.1 Baselines

Performance of the proposed model is compared with the performance of the mod-
els proposed in the previous chapter 3, i.e., the MC-EffNet-1 and MC-EffNet-2 models
designed to classify GAN, Graphics, and Real images. The proposed model is also
compared with the other baselines detailed in the previous chapter 3. That is, an
off-the-shelf deep neural network architecture of InceptionResNet [67], the works of
Quan et al. [54] and Rezende et al. [51] that classifies natural and computer graphics
images, and the work of Nataraj et al. [63] that classifies natural and GAN generated
images, by fine-tuning these baseline works to the three-class classification task using
the GAN, graphics, real dataset used in this study. The experimental settings of all
these baselines are followed same as mentioned in the previous chapter (in section
3.4.1).

4.5 Results and Discussions

The proposed model achieves a test accuracy of 94.25 percent. The confusion matrix
of the test result of the proposed model is shown in figure 4.4. Table 4.1 presents a
comparison of the test results of the proposed model and the baselines in terms of to-
tal accuracy and class-wise accuracy. The test results indicate that the proposed model
MCE-ViT outperforms the baselines in terms of overall test accuracy and even in the
case of individual class-wise accuracy. MCE-ViT obtains a gain of 4.87 percentage
points in terms of overall accuracy when compared to MC-EffNet-2, the best perform-
ing model among the baselines which is the work proposed in the previous chapter
3. Among the three classes, GAN obtains the highest individual class accuracy of
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FIGURE 4.4: Confusion matrix of MCE-ViT

98.75 percent, achieving a gain of 2 percentage points when compared to the high-
est class accuracy of 96.75 percent obtained by MC-EffNet-2 amongst the baselines.
Class Graphics achieves an accuracy of 91.00 percent, a very high gain of 7.25 per-
centage points when compared to the highest class accuracy of 83.75 percent for the
MC-EffNet-2 model amongst the baselines. Class Real achieves 93.00 percentage accu-
racy, i.e., a gain of 5.37 percentage points when compared to the highest class accuracy
of 87.63 percent obtained by MC-EffNet-2 amongst the baselines.

TABLE 4.1: Comparison of model performance accuracies in percentage
(The highest accuracy is given in boldface)

Model GAN Graphics Real Total accuracy

MCE-ViT (Proposed model) 98.75 91.00 93.00 94.25
MC-EffNet-2 (Chapter 3) 96.75 83.75 87.63 89.38
MC-EffNet-1 (Chapter 3) 96.25 81.75 85.88 87.96
InceptionResNet 85.25 73.50 79.63 79.46
Quan et al. [54] 56.08 72.88 69.79 66.25
Nataraj et al. [63] 76.00 48.25 57.13 60.46
Rezende et al. [51] 59.40 52.83 57.40 56.54

4.5.1 Robustness Against Post-processing

Besides achieving high classification accuracies on original images or images that are
not being post-processed, an efficient image forensic algorithm should also provide
robust classification output over post-processed images. Hence, the robustness of the
proposed model MCE-ViT is evaluated towards the typical post-processing operation
of JPEG compression and is compared against the baselines. Apart from the baseline
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models discussed in section 4.4.1, the robustness of the proposed model is also com-
pared with the off-the-shelf pre-trained vision transformer networks, ViT-B/16 and
ViT-L/16 that are fine-tuned using the dataset used in this study. Here, the ViT-L/16
results will serve as an ablation study for the proposed methodology that incorporates
color space fusion and enrichment of YCbCr with the error of chrominance planes in-
formation using ViT-L/16.

Every model trained on uncompressed data (or original train data in the dataset) is
tested separately over ten different test data created using various JPEG compression
quality factors within the range 100 to 10, in steps of 10. Figure 4.5 shows the robust-
ness test results, where it can be observed that compared to the baselines, the pro-
posed model achieves improved robustness towards post-processing based on JPEG
compression, for all the compression quality factors. Here also, similar to the clas-
sification results of original uncompressed images (table 4.1), MC-EffNet-2 (the work
proposed in the previous chapter) is the baseline model that shows the next improved
robustness among all the baselines for different compression quality factors.

FIGURE 4.5: Classification accuracies of the proposed model and the
baselines for various JPEG compression quality factors

Besides analyzing robustness against JPEG compression in terms of overall accu-
racy, the robustness of the proposed model is analyzed specifically for the class GAN,



4.5. Results and Discussions 71

since it is the class that is most affected by post-processing operations and also the ma-
jor contributing factor towards the decrease in overall accuracy, as already discussed
in section 4.3.1. Figure 4.6 shows the robustness test results of the proposed model
and the baselines, specifically for the class GAN. It can be observed that the proposed
model achieves very high class accuracy for all the compression factors. The class ac-
curacy obtained for the proposed model while classifying original images (i.e., with-
out compression) is 98.75 percent. At the same time, for the images compressed at
a compression factor of 10 (i.e., at very high compression), the class accuracy of the
proposed model is 85.13 percent. That is, for a very high compression factor of 10, the
proposed model obtains a very high gain of 41.32 percentage points when compared
to the next higher accuracy of 43.81 percent at compression factor 10 for the baseline
work of Rezende et al. [51].

FIGURE 4.6: GAN class accuracies of the proposed model and the base-
lines for various JPEG compression quality factors

The class accuracy of the baseline ViT-L network (ablation) at a compression factor
10 is only 34.00 percent. That is, the proposed model even being built using the ViT-L
network, but the methodology of color space fusion and the enrichment of YCbCr with
the error of chrominance planes information between original and compressed images
has proven to be highly advantageous in improving the robustness of the proposed
model thereby achieving a class accuracy of 85.13 percent even at a compression factor
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of 10, i.e., a very huge gain of 51.13 percentage points when compared to the ViT-L
network (ablation).

The study also finds the robustness of the proposed model against other post pro-
cessing operations and compares it with the baselines. The accuracy of the proposed
model and the baselines at various standard deviation (σ) values of gaussian noise is
shown in figure 4.7. It can be observed that compared to the baselines the proposed
model achieves better robustness against Gaussian noising also.

FIGURE 4.7: Classification accuracies of the proposed model and the
baselines for various Gaussian noise standard deviations (σ)

4.5.2 Generalizability

This study also analyzes the generalizability of the proposed model MCE-ViT by test-
ing over unseen data. The proposed model MCE-ViT which is fine-tuned on the
dataset used in this study is tested over three other combinations of unseen GAN,
Graphics, Real images, i.e., PG2 versus PRCG versus PIM-Google [127, 31], PG2 ver-
sus PRCG versus PIM-Personal [127, 31], and Cycle GAN versus Raise versus LDRD
[130, 48, 129] datasets, with 160 images in each of the class of the three datasets, as
experimented in the previous chapter 3. The generalizability test results are shown in
table 4.2, where it can be observed that compared to the baselines the proposed model
is able to obtain higher test accuracies. The results hence prove that the proposed
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model MCE-ViT has better generalizability, which can even help towards the future
challenges in generated image categories.

TABLE 4.2: Generalizability of the models over three datasets in
percentage (The highest accuracies are given in boldface)

Model
PG2 ×

PRCG ×
PIM-Google

PG2 ×
PRCG ×

PIM-Personal

Cycle GAN ×
Raise ×
LDRD

MCE-ViT (Proposed model) 87.84 90.31 91.75
MC-EffNet-2 (Chapter 3) 81.04 85.21 84.79
InceptionResNet 62.08 67.16 71.74
Quan et al. [54] 54.22 56.27 60.01
Rezende et al. [51] 51.25 51.21 50.92
Nataraj et al. [63] 49.17 53.63 48.75

4.5.3 Feature Visualization

The dimension of images that are input to the proposed MCE-ViT model is 224 ×
224 × 3, i.e., the length of the raw image features is 150528. MCE-ViT projects these
raw image features into a smaller dimension of length 1088, with an aim to provide
better separability between the three classes. The separability potential of the feature
vector of the proposed model MCE-ViT is analyzed by comparing against the feature
vectors of raw input image pixels and the best baseline model MC-EffNet-2 (the work
proposed in previous chapter 3) that obtains the next higher classification accuracy
among all the baselines. The t-SNE [133] dimensionality reduction technique can vi-
sualize high dimensional features into a two-dimensional plane and thereby helps
to easily compare the separability potential of the feature vectors. Using the t-SNE
technique the raw image features, feature vector output from the baseline model MC-
EffNet-2 and feature vector output from the proposed model MCE-ViT are projected
into two-dimensional plots, shown in figure 4.8. In each of the plots, three different
colors are used to indicate three different classes, green circles are used to represent
GAN image class, blue squares are used to represent Graphics images class, and pink
diamonds are used to represent the class of Real images. From the t-SNE visualiza-
tions, it is clearly understandable that the raw image features do not have the po-
tential to separate the classes, all the classes are clustered together, more particularly
towards the center of the plot (figure 4.8a). The output features projected from the
baseline model MC-EffNet-2 (figure 4.8b) seems to produce separability between the
classes better than the raw image pixels. Whereas, the output features projected from
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the proposed model MCE-ViT (figure 4.8c) seems to produce much better separabil-
ity between the three classes when compared to both raw pixels and the best baseline
MC-EffNet-2. This demonstrates that the proposed model MCE-ViT has better capa-
bility to transform the raw image pixels to a much better separable feature space for
the forensic task of distinguishing natural images from computer-generated images
including both computer graphics and GAN images.

(A) Raw image features (B) MC-EffNet-2 features (Chapter 3)

(C) MCE-ViT features (Proposed model)

FIGURE 4.8: t-SNE visualizations of the feature vectors ( indicate GAN
images, indicate Graphics images and, indicates Real images)

4.5.4 Attention Visualization

The attention map visualizations of RGB network and Enriched YCbCr network for a
set of GAN, Graphics and Real images is shown in table 4.3. While comparing the
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TABLE 4.3: Attention map visualizations of the RGB network and the
Enriched YCbCr network

Original
image

Attention map visualization Original
image

Attention map visualization

RGB network Enriched
YCbCr network RGB network Enriched

YCbCr network

GAN

Graphics

Real
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attention maps of both the networks of the proposed fused model i.e., the RGB network
and the Enriched YCbCr network, it can be observed that compared to the RGB network,
the Enriched YCbCr network could potentially identify more regions or information in
an image that are helpful for classifying images into the classes GAN, Graphics or
Real. For example in the first generated image of a cat in the set of GAN images,
the RGB network mainly captures the edges of the cat, whereas the Enriched YCbCr
network captures some of the information captured by the RGB network and even more
including from the bacground, irrespective of the regions of the object in the image.
Similarly, in the second generated face image, the forehead, right eye, and the image
background are given more attention by the Enriched YCbCr network than the RGB
network.

Similarly in the set of graphics images also, it can be observed that the Enriched
YCbCr network is able to capture more relevant image information in detail than the
RGB network, such as the regions of uneven illuminations in the image. Also, mostly,
the attention given to the captured image regions by the Enriched YCbCr network are
higher than the attention given by the RGB network.

In the real class of images also it can be observed that the Enriched YCbCr network
could capture more image information than the RGB network. For example in the first
image of the dog and the second image of the cow, the attention given to the image
regions are higher for the Enriched YCbCr network than the RGB network. Also, more
image regions relevant for classification are seen to be captured by the attention maps
of the Enriched YCbCr network.

Thus for all the classes, it can be observed that the image information captured
by the Enriched YCbCr network for this forensic task is comparatively much more rele-
vant than the RGB network. This, in fact, shows the powerful nature of the proposed
methodology incorporating YCbCr color space transformation and enriching the color
space with the information on rate of differences between original and corresponding
compressed versions of images in different categories, to capture image information
that is highly relevant to the forensic task of classifying natural and generated images.

4.6 Summary

In this work a robust approach towards distinguishing natural and computer gener-
ated images including both, computer graphics and GAN generated images is pro-
posed, unlike the works in the literature to distinguish natural and computer gen-
erated images that consider only either of the generated images category. The pro-
posed work utilized a fusion of two vision transformers one of them operating in
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RGB color space and the other in YCbCr color space. Transformer based architec-
tures can provide good classification performances, while the proposed methodol-
ogy focuses on improving the robustness of the proposed model against post pro-
cessing operations such as JPEG compression, by maintaining the high model accu-
racy, because usually the forensic algorithms and tools even with high performance
accuracies are deceived using these post processed images. Experiments are con-
ducted to analyze the performance of the model and are compared against a set of
baselines. The proposed model achieved higher accuracy than the baselines and is
found to be highly robust and generalizable. Visualizing the features showed bet-
ter separability capability of the proposed model than the baseline. The work also
studied the attention map visualizations of the networks of the fused model and ob-
served that the proposed methodology could capture more image information rel-
evant to the forensic task of classifying natural and generated images. To aid the
future research, the relevant materials of this study including the source code are
made publicly available at https://github.com/manjaryp/MCE-ViT and https:

//dcs.uoc.ac.in/cida/projects/dif/mcevit.html along with the publication.

https://github.com/manjaryp/MCE-ViT
https://dcs.uoc.ac.in/cida/projects/dif/mcevit.html
https://dcs.uoc.ac.in/cida/projects/dif/mcevit.html
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Chapter 5

Exploring Fairness in Pre-trained Visual
Transformer based Natural and GAN
Generated Image Detection Systems and
Understanding the Impact of Image
Compression in Fairness

Abstract: It is not only sufficient to construct computational models that can accurately classify or
detect fake images from real images taken from a camera, but it is also important to ensure whether
these computational models are fair enough or produce biased outcomes that can eventually harm
certain social groups or cause serious security threats. Exploring fairness in forensic algorithms is
an initial step towards correcting these biases. Since visual transformers are recently being widely
used in most image classification based tasks due to their capability to produce high accuracies, this
study tries to explore bias in the transformer based image forensic algorithms that classify natural
and GAN generated images. By procuring a bias evaluation corpora, this study analyzes bias in
gender, racial, affective, and intersectional domains using a wide set of individual and pairwise bias
evaluation measures. As the robustness of the algorithms against image compression is an important
factor to be considered in forensic tasks, this study also analyzes the role of image compression on
model bias. Hence to study the impact of image compression on model bias, a two phase evaluation
setting is followed, where a set of experiments is carried out in the uncompressed evaluation setting
and the other in the compressed evaluation setting.

5.1 Introduction

A lot of studies are reported proposing various methods for distinguishing fake
images from real images taken from a camera, which can help to understand or

even serve as an evidence to prove image authenticity [109, 110, 140, 144]. Although
there is a lot of research in this area of distinguishing fake and real images, there are
only a very few studies that explore algorithmic bias in such image forensics systems
[111, 113]. Exploring bias in the image forensics systems is very significant because
unfair forensic systems can lead images of certain social groups to be more likely to
be predicted as fake images even if they are actually real images. Unfair models may
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also lead images of certain social groups to be more likely to be predicted as real im-
ages even if they are actually fake images creating security concerns. Therefore it is
essential to test the fairness of image forensics systems.

Motivated by the transformer based networks that were initially designed dedicat-
edly for natural language based tasks, vision transformers were developed that han-
dle images as sequences of patches [139]. Recently, visual transformer based models
have drawn considerable attention due to their impressive performances for a variety
of downstream tasks, for example, transformer based models for image classification
(e.g. ViT [139]), object detection (e.g. DEtection TRansformer (DETR) [145], RT-DETR
[146], ViT-YOLO [147]), segmentation (e.g. SegFormer [148], Segmenter [149]), image
generation (e.g. Transgan [150]), etc., [151, 152]. The area of image forensics also re-
ports many works in the literature, utilizing these visual transformers [82, 83, 84, 153,
144]. Due to the recent widespread use of visual transformers in image forensics, this
study tries to explore bias, if any, in the visual transformers for the forensics task of
distinguishing natural and GAN generated images.

Images shared through social media websites, unlike other post-processing opera-
tions, almost always go through compression knowingly or unknowingly [2]. Also, to
deceive the forensic models detecting fake images and to spread fake news, the fake
images are usually compressed and propagated through social media [3, 4]. There-
fore, in the image forensic task of detecting natural and GAN generated images, the
robustness of the forensic algorithms towards post-processing operations, particularly
image compression, is a very important factor to be considered. Hence, studies in the
literature that build high performance fake image detector systems also analyze the
robustness of those models [144].

Most studies report a high accuracy drop for the models in compressed scenar-
ios [140, 144]. In this regard, one of the interests of this study, apart from identifying
bias in visual transformers based classification of natural and GAN images, is to ex-
plore whether image compression impacts model bias. To study these objectives, this
study conducts bias analysis experiments in two evaluation settings, one in the orig-
inal uncompressed evaluation setting and the other in the compressed setting, using
the same set of evaluation measures. This helps to understand and identify any bias in
the transformer based models and also to analyze whether the model bias is impacted
by image compression. Figure 5.1 shows the overall workflow of the proposed work,
with an example set of input images and prediction scenario to better understand the
workflow and how this study conducts the bias exploration. This example only de-
picts the case of analyzing bias in GAN images14, but the study considers analysis

14The GAN images in this example is collected from the StyleGAN2 [98] generated images
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over both the real and GAN class of images.

FIGURE 5.1: Overall workflow of the proposed work (the visual trans-
former based forensic classifier system is illustrated in figure 5.2)

5.1.1 Research Question

This chapter addresses the following research questions.

RQ1: Do visual transformers produce biased outcomes for the task of distin-
guishing natural and GAN generated images?

RQ2: Does image compression impact or amplify bias in these models classi-
fying natural and GAN generated images?

5.1.2 Delineating the Proposed Work in the Context of Literature

In the context of the previous works in the literature that analyze bias in image foren-
sic algorithms classifying natural and GAN generatead images [108, 111, 113, 114],
the proposed work is the first work, to the best knowledge, that explores bias in
transformer based image forensic models classifying natural and GAN generated im-
ages. Also, the proposed work is the first work, to the best knowledge, to study the
role/impact of image compression in model biases. The work tries to unveil any exis-
tence of bias in gender, racial, affective, and even intersectional domains using a vast
set of individual and pairwise evaluation measures, and sets aside the mitigation of
these biases outside the scope of this work, for future studies.
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5.1.3 Contributions

The major contributions of the proposed work are:

• This chapter explores bias in the transformer based forensic systems that classify
natural and GAN generated images

• The chapter tries to understand the impact of image compression on model bias
by analyzing and comparing the model performances across uncompressed and
compressed evaluation settings

• The work procures a bias evaluation corpora to analyze bias in gender, racial,
affective, and intersectional domains

• The chapter conducts extensive bias evaluations in each of the domains using
individual and pairwise evaluation measures

5.1.4 Chapter Organization

The rest of the chapter is organized as section 5.2 discusses in detail the construction
of transformer based models for the task of classifying natural and GAN images. Sec-
tion 5.3 explains in detail the evaluation domains, evaluation corpora, and evaluation
measures used for bias analysis experiments. Section 5.4 presents the results and dis-
cussions of both the uncompressed and compressed evaluation settings and finally
section 5.5 presents the summary of the chapter.

5.2 Classification of Natural and GAN Generated Images

This section discusses the visual transformer based deep learning models that are in-
vestigated for fairness in this study, the dataset used to fine-tune these transformer
based models, and the construction of classifier models using these visual transform-
ers for the task of classifying natural and GAN generated images.

5.2.1 Transformer based Deep Learning Models

This work tries to identify bias in three popular transformer based deep learning mod-
els, viz. Vision Transformer (ViT) [139], Convolutional Vision Transformer (CvT) [154]
and Swin transformer [155]. The ViT architecture divides the images into fixed size
patches in order. These non overlapping patches are then linearly embedded. These
embeddings along with the position embeddings of the patches and a learnable clas-
sification token are supplied to the transformer encoder block for classification task
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[139]. CvT architecture utilizes convolutions within the ViT architecture with an aim
to improve the performance of ViT. The major difference includes using a set of trans-
formers with convolutional token embedding, convolutional projection and convo-
lutional transformer block [154]. Swin transformer follows hierarchical architecture
based on Shifted WINdow approach [155]. All these transformer based architectures
are recently very popular and widely used in many of the image based tasks due to
their capability to produce high classification accuracies [151].

5.2.2 Fine-tuning Corpora

To build transformer based forensic classifier systems that classify GAN and Real im-
ages, each of the pre-trained transformer based models are fine-tuned using a GAN
versus Real image dataset that consists of a total of 10,000 images; each class contain-
ing 5000 images. The GAN images are collected from the StyleGAN2 image genera-
tive algorithm [98] and the Real class of images are collected from the Flickr-Faces-HQ
(FFHQ) dataset [99]. The total fine-tuning corpora is split in the ratio 60:20:20 for
training, validation and testing respectively.

5.2.3 Natural Image versus GAN Image Classifier Model

Natural image versus GAN image classification is formulated as a two class classifica-
tion task that can classify images under evaluation into either of the two classes GAN
or Real. The classifiers are fed with the training data x1, x2, . . . , xN (xi indicates ith im-
age in train data) and associated ground truth classes y1, y2, . . . , yN (y ∈ {GAN, Real})
such that to find a best fitting model M : y = M(x). To build the classifier models,
the three pre-trained transformer networks are fine-tuned using the task specific GAN
versus Real image dataset. To build the ViT based classifier the ViT-Large network that
employs a patch size of 16 and pre-trained on the ImageNet-21K [141] image dataset, is
used. To build the CvT based classifier the CvT-21 network pre-trained on ImageNet-
1k [120] image dataset is used. And, to build the Swin transformer based classifier
the Swin-Large network that employs a patch size of 4 and window size of 7 and pre-
trained on ImageNet-21K dataset is used. The size of the input image for all the three
networks is 224× 224. A diagrammatic representation of the visual transformer based
natural image versus GAN image classifier model is shown in figure 5.2.

The fine-tuning experiments of transformers are conducted on on the deep learn-
ing workstation equipped with Intel Xeon Silver 4208 CPU at 2.10 GHz, 256 GB RAM,
and two GPUs of NVIDIA Quadro RTX 5000 (16GB each), using the libraries Torch
(version 1.13.1+cu116), PyTorch Lightning (version 1.9.0), Transformer (version 4.17.0),
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FIGURE 5.2: Visual transformer based forensic classifier system

Tensorflow (version 2.8.0), and Keras (version 2.8.0). Table 5.1 shows the model pa-
rameters. Table 5.2 shows the test accuracy of the fine-tuned transformer based models
in classifying natural and GAN images.

TABLE 5.1: Model parameters

Parameter ViT CvT Swin

Network ViT-Large CvT-21 Swin-Large
Patch size 16 - 4
Window size - - 7
Pre-training dataset ImageNet-21K [141] ImageNet-1k [120] ImageNet-21K [141]
Input image 224 × 224 224 × 224 224 × 224
Learning rate 2e− 5 2e− 5 2e− 5
Batch size 4 4 4
Optimizer Adam Adam Adam
Epoch 25 25 25
Trainable parameters 303 M 31.2 M 194 M

TABLE 5.2: Fine-tuned model accuracies

Model Total test accuracy GAN accuracy Real accuracy

ViT 91.75 94.9 88.6
CvT 99.60 99.6 99.6
Swin 99.70 99.9 99.5
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5.3 Fairness Analysis in Image Forensic Classifier Systems

This study tries to identify bias (if any), in the transformer based Natural image versus
GAN generated image classifier systems. Fairness analysis is conducted in the gender,
racial, affective, and also in the intersectional domains. Gender domain based bias
analysis considers the female and male social groups, the racial domain considers the
dark skin people and light skin people social groups, the affective domain considers
the smiling face and non smiling face groups and intersectional bias analysis consid-
ers two domains simultaneously, such as dark skin female, light skin male, etc. Apart
from analyzing bias by comparing performances of each social group against the other
using individual evaluation measures, this study also performs pairwise analysis of
social groups. Bias analysis in this forensic task of classifying natural and GAN gen-
erated images using transformer based models is conducted using two categories of
evaluation corpora, one consisting of the original uncompressed GAN and Real eval-
uation corpora and the other is the JPEG compressed version of the same evaluation
corpora. That is, in the first phase of bias analysis, the transformer based models are
evaluated over the uncompressed evaluation corpora using a set of evaluation mea-
sures, and in the second phase of analysis the same evaluation corpora is JPEG com-
pressed with a quality factor of 90 and analyzed using the same evaluation measures.
The evaluation corpora and evaluation measures are detailed below.

5.3.1 Fairness Evaluation Domains and Corpora

This work procures an evaluation corpora for bias analysis with respect to gender,
racial, and affective domains. To procure the evaluation corpora the study utilizes
Natural images from the FFHQ dataset [99] and GAN images from the StyleGAN2
[98] generated images. From both Natural and GAN generated images 1000 female
face images and 1000 male face images each for the gender bias analysis, 1000 dark
skin and 1000 light skin face images for racial bias analysis, and 1000 smiling and
1000 non smiling face images for affective bias analysis are collected. This also gives
chances for intersectional bias analysis with 500 images each in the category of dark
skin female, dark skin male, light skin female, and light skin male faces. A sample set
of GAN images from the evaluation corpora used in this study is provided in figure
5.3 (even though the real class of images in the evaluation corpora are collected from
the publicly available FFHQ dataset which is properly cited as [99], the chapter avoids
portraying the images of real people for showing the examples of each social groups,
and only use the sample images from the class GAN).
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(A) Dark skin female (B) Light skin female (C) Non smiling face

(D) Dark skin male (E) Light skin male (F) Smiling face

FIGURE 5.3: A sample of GAN face images from the evaluation corpora
used in this study

5.3.2 Fairness Evaluation Measures

Bias analysis in this study focuses on comparing the classification performance of the
transformer based models over different social groups (or groups) within the same
domain using certain evaluation measures. These analyses are performed to compare
social groups within a single domain (e.g. Male vs. Female in gender domain) as
well as to compare social groups within intersectional domains (e.g. Dark skin Male
vs. Light skin Male). Apart from the measures that evaluate individual social groups,
this study also utilizes pairwise evaluation measures to quantify bias associated with
a pair of social groups in single domain or intersectional groups in a domain. The
measures considering individual social groups in a domain and pairwise measures
considering two social groups simultaneously are detailed below.

Individual Measures

These measures are defined by the probability of correct and incorrect classifications in
a social group within a domain. Social groups over which the individual measures are
evaluated include, Female (F) and Male (M) social groups in the gender domain, Dark
skin (D) and Light skin (L) social groups in the racial domain, Non-smiling (Ns) and
Smiling (S) groups in the affective domain, and Dark skin Female (DF), Dark skin Male
(DM), Light skin Female (LF) and Light skin Male (LM) groups in the intersectional
domain.
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• Total Accuracy [105, 156]: This popular classification measure computes the total
classification accuracy of a model over a social group in a domain. Total accuracy
gives the percentage of images in a social group that is correctly classified into
the natural image category and the GAN generated image category.

Acc =
TP + TN

TP + TN + FP + FN
(5.1)

where, TP and TN are the number of true positives and true negatives, and FP
and FN denote false positives and false negatives, respectively.

• GAN Class Accuracy: This measure gives the accuracy of the class GAN im-
ages, i.e., the number of GAN images correctly classified as GAN images. This
measure gives the True Positive Rate (TPR) [156] of the model.

Accgan =
TP

TP + FN
(5.2)

• Real Class Accuracy: This measure gives the accuracy of the class of natural
images, i.e., the number of natural images correctly classified as natural images.
This measure is the True Negative Rate (TNR) [156] of the model.

Accreal =
TN

TN + FP
(5.3)

• False Positive Rate (FPR) [105, 156]: For this classification task, FPR gives the
ratio of Real images misclassified as GAN images, among the total number of
Real images.

FPR =
FP

FP + TN
(5.4)

• False Negative Rate (FNR) [156]: FNR gives the ratio of GAN images misclassi-
fied as Real images, among the total number of GAN images.

FNR =
FN

TP + FN
(5.5)

During evaluation, the results obtained for each of these individual measures across
the social groups within a domain are correspondingly compared, rather than looking
for ideal high classification results.
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Pairwise Measures

The pairwise evaluations are computed on a pair of social groups g(a) and g(b) within
a domain. y(g(a)

i ) indicates the ground truth class of ith image in the social group g(a)

(for i ∈ A), and y(g(b)j ) indicates the ground truth class of jth image in the group g(b)

(for j ∈ B), where A and B indicates total number of instances in the social groups
g(a) and g(b), respectively. Also, yclass(g(a)

i ) and yclass(g(b)j ) indicate the correspond-

ing prediction classes, and yscore(g(a)
i ) and yscore(g(b)j ) indicate prediction intensities

(confidence scores of prediction), of g(a) and g(b), respectively. Pairwise measures are
evaluated over the pairs, Female vs. Male (F × M) in gender domain, Dark skin vs.
Light skin (D × L) in racial domain, Non-smiling vs. Smiling (Ns × S) in affective
domain, and Dark Female vs. Dark Male (D+F × D+M), Light Female vs. Light Male
(L+F × L+M), Dark Female vs. Light Female (D+F × L+F), Dark Male vs. Light Male
(D+M × L+M), Dark Female vs. Light Male (D+F × L+M) and Light Female vs. Dark
Male (L+F × D+M) in the intersectional domain.

• Average Confidence Score (ACS) [157]: This measure is computed using the ra-
tio between average prediction intensities of the two social groups under evalu-
ation.

ACS = 1−
1
A

(
∑A

i=1 yscore(g(a)
i )

)
1
B

(
∑B

i=1 yscore(g(b)j )
) (5.6)

An ideal unbiased scenario gives ACS = 0 for a pair. Positive values of ACS show
that the prediction intensities of the social group g(a) are lower than g(b), whereas
negative ACS indicates that the prediction intensities of the social group g(a) are
higher than g(b).

• Demographic Parity (DP) [157, 158]: This is one of the popular measures to quan-
tify bias in a classification model, by analyzing similarity (or dissimilarity) in the
classifications of the model for two social groups in a domain.

DP =
P
(

yclass(g(a)
i ) = c | z = g(a)

)
P
(

yclass(g(b)j ) = c | z = g(b)
) (5.7)

where, P
(

yclass(g(a)
i ) = c | z = g(a)

)
and P

(
yclass(g(b)j ) = c | z = g(b)

)
are the prob-

abilities of the groups z ∈ {g(a), g(b)}, respectively, for being classified into a
class c ∈ (GAN, Real) where, in the g(a) × g(b) pair, g(a) is the group with higher
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probability. That is, the measure DP recommends that the probability of predict-
ing a class c needs to be similar for both the social groups g(a) and g(b) within
a domain. Hence, an ideal unbiased case is indicated by DP = 1 for a pair, and
lower values of DP indicate higher bias. A threshold of 0.80 is commonly used
for identifying lower DP values, indicating high model bias [159].

• Equal Opportunity (EO) [158, 159]: This measure is also similar to DP, but EO
considers the ground truth in addition to the predicted classes.

EO =
P
(

yclass(g(a)
i ) = c && y(g(a)) = c | z = g(a)

)
P
(

yclass(g(b)j ) = c && y(g(b)) = c | z = g(b)
) (5.8)

where, y(g(a) = c) and y(g(b) = c) indicates the ground truth class c of group
y(g(a)) and y(g(b)). Similar to DP, an ideal unbiased case is indicated by EO = 1
for a pair, and lower values of EO indicate higher bias.

5.4 Results and Analysis

Since this study follows a two-phase evaluation setting, where the bias evaluation
experiments are carried out in both the uncompressed and compressed settings, this
section initially analyses the results of bias evaluation of each of the transformer based
models, ViT, CvT, and Swin over the original uncompressed evaluation corpora and
later the results of bias evaluation of the models over the compressed evaluation cor-
pora.

5.4.1 Fairness Analysis in the Uncompressed Evaluation setting

Vision Transformer

Bias evaluation results of the ViT based model in the uncompressed setting is shown
in table 5.3. The top portion of the table presents the results of individual measures of
bias analysis of ViT and the bottom portion presents the results of pairwise measures
of bias analysis, within gender, race, affective, and intersectional domains.

While looking into the results of individual measures (in the top portion of table
5.3), in the gender domain, the total model accuracy (Acc) of ViT over the female
group (F) is less than the male group (M) by 4.45 percentage points, indicating biased
prediction. This bias is observed to be very high for class Real (Accreal), i.e. accuracy
of the female group is less than male by 9.3 percentage points, indicating high gender
bias against the female social group. Whereas, for class GAN (Accgan), the accuracy of
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TABLE 5.3: Evaluation results of ViT in uncompressed setting

Individual measures based analysis

Metric Gender Race Affective Intersection

F M D L Ns S D+F D+M L+F L+M

Acc 88.20 92.65 92.50 88.35 92.70 89.75 90.70 94.30 85.70 91.00

Accgan 93.10 92.70 91.50 94.30 93.90 95.10 89.80 93.20 96.40 92.20

Accreal 83.30 92.60 93.50 82.40 91.50 84.40 91.60 95.40 75.00 89.80

FPR 0.167 0.074 0.065 0.176 0.085 0.156 0.084 0.046 0.250 0.102

FNR 0.069 0.073 0.085 0.057 0.061 0.049 0.102 0.068 0.036 0.078

Pairwise measures based analysis

Gender Race Affect Intersection

F × M D × L Ns × S D+F ×
D+M

L+F ×
L+M

D+F ×
L+F

D+M ×
L+M

D+F ×
L+M

L+F ×
D+M

GAN

ACS -0.0036 +0.0173 +0.0049 +0.0173 -0.0232 +0.0368 -0.0029 +0.0145 -0.0202

DP 0.9117 0.8758 0.9250 0.9959 0.8435 0.7989 0.9551 0.9590 0.7956

EO 0.9957 0.9703 0.9874 0.9635 0.9564 0.9315 0.9893 0.9740 0.9668

Real

ACS +0.0252 -0.0212 -0.0200 +0.0139 +0.0398 -0.0368 -0.0095 +0.0045 +0.0489

DP 0.9029 0.8637 0.9150 0.9961 0.8053 0.7721 0.9550 0.9588 0.7691

EO 0.8996 0.8813 0.9224 0.9602 0.8352 0.8188 0.9413 0.9804 0.7862

the male group is less than female only by a very small value of 0.4 percentage points,
a negligible difference to indicate any bias. Also, in the gender domain, the measure
FPR is higher for the female group than male. This indicates Real images of females
are more likely to be misclassified as GAN generated images than those of males (an
observation similar to the one reported in [108]). Whereas, the very low difference in
FNR values between male and female groups indicates negligible chances that GAN
images of males get misclassified as Real images.

In the racial domain, the total accuracy of ViT over the light skin (L) group is less
than dark skin (D) by 4.15 percentage points, indicating biased prediction against light
skin people, which is much more evident in the case of class Real with a difference of
11.1 percentage points, indicating high racial bias against light skin people. Whereas,
in the case of class GAN, the accuracy of the dark skin group is less than light skin
by 2.8 percentage points, indicating bias against dark skin. The measure FPR shows a
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higher value for light skin group than dark skin, which indicates Real images of light
skin people are more likely to be misclassified as GAN images, and FNR indicates
slight chances for GAN images of dark skin people being misclassified as Real images.

In the affective domain, the total accuracy of ViT over the group of smiling faces
(S) is less than non-smiling faces (Ns) by 2.95 percentage points. A similar pattern is
shown in class Real, with a difference of 7.1 percentage points, indicating affective
bias against the group with smiling faces. Whereas in the case of class GAN, the
accuracy of smiling faces is higher than non-smiling faces by 1.2 percentage points.
FPR shows high value for smiling faces, which indicates Real images of smiling people
are more likely to be misclassified as GAN images. The slightly higher values of FNR
for non-smiling faces indicate slight chances for GAN images of non-smiling faces
being misclassified as Real images.

In the intersectional domain, it can be observed that the total accuracy varies across
different intersectional groups. The highest total accuracy is observed for dark skin
male group (D+M), and lowest for light skin female (L+F), with a difference of 8.6
percentage points, which indicates bias against light skin female group. Whereas for
class GAN, an accuracy of 96.4 percent is obtained for light skin female group, which
is the highest accuracy obtained across various groups among both classes and even
compared to the total accuracy. The lowest accuracy in class GAN is for the dark
skin female group (D+F), a difference of 6.6 percentage points compared to the high-
est accuracy group, indicating biased prediction. In class Real, the highest accuracy
is obtained for dark skin male group and the lowest accuracy of 75.0 percent is ob-
tained for light skin female group, which is the lowest accuracy obtained across vari-
ous groups among both classes and even compared to the total accuracy. That is, both
these groups have a very high difference of 20.4 percentage points, indicating very
large intersectional bias against light skin female. FPR stands highest for the light skin
female group indicating Real images of light skin females have a very high probability of
being misclassified as GAN images. FNR is highest for the dark skin female group indi-
cating GAN images of dark skin females have a very high probability of being misclassified as
Real images.

The bottom portion of the same table 5.3 presents the results of pairwise measures
of bias analysis of ViT for both GAN and Real classes. In the gender domain, for class
GAN, the negative value of the measure ACS for the Female vs. Male pair (F×M)
shows that the prediction intensities of the female group are higher than males. The
measure DP has a low value, but since it is not less than the threshold of 0.80 this
measure does not report bias in the Female vs. Male pair. The measure EO has a
high value and does not report gender bias in class GAN predictions. For class Real,
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positive ACS for Female vs. Male pair shows that the prediction intensities of the male
group are higher than females. The measures DP and EO have low values. But since
DP is not lower than the threshold 0.80, it does not report gender bias in class Real
predictions.

In the racial domain, for class GAN, the positive ACS value for Dark skin vs. Light
skin pair (D×L) shows that the prediction intensities of the light skin group are higher
than dark skin. The measure DP has a low value, but since it is not less than the
threshold of 0.80 this measure does not report racial bias. EO has a high value and
does not report racial bias in the class GAN predictions. For the class Real, negative
ACS for the pair shows that the prediction intensities of the dark skin group are higher
than light skin. The measures DP and EO have low values, where DP is not lower than
the threshold of 0.80 and hence do not report racial bias in the class Real predictions.

In the affective domain, for class GAN, the positive ACS value for the Non-smiling
vs. Smiling pair (Ns×S) shows that the prediction intensities of the smiling group are
higher than the non-smiling group. The measure DP has a low value, but since it is
not less than the threshold of 0.80 this measure does not report bias in this pair. EO
has a high value and does not report bias in the class GAN predictions of this pair. For
the class Real, negative ACS for the pair shows that the prediction intensities of the
non-smiling group are higher than the smiling group. The measures DP and EO have
low values. But since DP is not lower than the threshold of 0.80, this measure do not
report bias in Real predictions of this pair.

In the intersectional domain, for the class GAN, the measure DP is very low for the
pairs involving light skin female group, i.e., {Light skin Female vs. Light skin Male}
(L+F × L+M), {Dark skin Female vs. Light skin Female} (D+F × L+F) and {Light skin
Female vs. Dark skin Male} (L+F×D+M). Particularly for the pairs {Dark skin Female
vs. Light skin Female} and {Light skin Female vs. Dark skin Male}, the measure DP
is less than the threshold of 0.80, which indicates the existence of intersectional bias.
Similarly in class Real also, pairs involving the light skin female group show bias with
very low values for DP and even EO. That is, pairwise bias analysis measures could
unveil existence of bias in the {Light skin Female vs. Light skin Male}, {Dark skin Fe-
male vs. Light skin Female} and {Light skin Female vs. Dark skin Male} intersectional
pairs. The prediction intensity (confidence) plots of the images of intersectional pairs
in the bias evaluation corpora that shows unbiased and biased results are shown in
figs. 5.4 and 5.5. The horizontal axes of the plots indicate images in the bias evaluation
corpora (that contains a total of 500 GAN/Real images) and the vertical axis indicates
the prediction intensity score of each of these images. The figs. 5.4a and 5.4b are the
intensity predictions of the unbiassed intersectional pairs {Dark skin Male vs. Light
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skin Male} and {Light skin Female vs. Light skin Male}, and it can be observed that
there is not much difference in prediction intensities within these pairs, for both the
classes, GAN and Real. Whereas, in figs. 5.5a and 5.5b, the comparatively much more
difference in prediction intensities within the pairs for both GAN and Real classes,
subsidize the quantitative results in table 5.3 that indicates the existence of bias in the
intersectional pair {Dark skin Female vs. Light skin Female} and {Light skin Female
vs. Dark skin Male}

(A) Dark skin Male vs. Light skin Male (D+M × L+M)

(B) Dark skin Female vs. Light skin Male (D+F × L+M)

FIGURE 5.4: ViT prediction intensity plots of a sample set of unbiased
intersectional pairs in the bias evaluation corpora
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(A) Dark skin Female vs. Light skin Female (D+F × L+F)

(B) Light skin Female vs. Dark skin Male (L+F × D+M)

FIGURE 5.5: ViT prediction intensity plots of a sample set of biased
intersectional pairs in the bias evaluation corpora

Convolutional Vision Transformer

The bias evaluation results of the transformer based model CvT for various domains
is shown in table 5.4. From the top portion of the table showing the results of individ-
ual measures, it can be observed that the model shows high and similar accuracies for
all categories of social groups within each of the domains. The FPR and FNR values
are also very low and similar across the social groups within each domain. The bot-
tom portion of the table presents the results of pairwise analysis of CvT for various
domains. The measures DP and EO also report very high values, nearly similar to
an ideal unbiased scenario. Altogether, the individual and pairwise measures do not
show the existence of significant bias in the CvT based transformer model.
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TABLE 5.4: Evaluation results of CvT in uncompressed setting

Individual measures based analysis

Metric Gender Race Affective Intersection

F M D L Ns S D+F D+M L+F L+M

Acc 99.05 99.15 98.80 99.40 99.45 99.40 98.80 98.80 99.30 99.50

Accgan 98.40 98.60 98.10 98.90 99.10 99.20 98.00 98.20 98.80 99.00

Accreal 99.70 99.70 99.50 99.90 99.80 99.60 99.60 99.40 99.80 100.0

FPR 0.003 0.003 0.005 0.001 0.002 0.004 0.004 0.006 0.002 0.000

FNR 0.016 0.014 0.019 0.011 0.009 0.008 0.020 0.018 0.012 0.010

Pairwise measures based analysis

Gender Race Affect Intersection

F × M D × L Ns × S D+F ×
D+M

L+F ×
L+M

D+F ×
L+F

D+M ×
L+M

D+F ×
L+M

L+F ×
D+M

GAN

ACS +0.0050 +0.0151 -0.0010 +0.0064 +0.0036 +0.0165 +0.0138 +0.0200 -0.0103

DP 0.9980 0.9960 0.9970 0.9960 1.0000 0.9939 0.9980 0.9939 0.9980

EO 0.9980 0.9919 0.9990 0.9980 0.9980 0.9919 0.9919 0.9899 0.9939

Real

ACS -0.0005 +0.0063 +0.0012 -0.0004 -0.0007 +0.0064 +0.0062 +0.0058 -0.0068

DP 0.9980 0.9961 0.9970 0.9961 1.0000 0.9941 0.9980 0.9941 0.9980

EO 1.0000 0.9960 0.9980 0.9980 0.9980 0.9980 0.9940 0.9960 0.9960

Swin Transformer

The bias evaluation results of the Swin transformer based model for various domains
is shown in table 5.5. Similar to the previous model, it can be observed from the top
portion of the table with individual measures that, the Swin transformer shows high
and similar accuracies for all categories of social groups. The FPR and FNR values are
also very low and similar across the social groups within each domain. Bottom por-
tion of the table presents the results of pairwise analysis of the Swin transformer for
various domains. The measures DP and EO also shows very high values, nearly sim-
ilar to an ideal unbiased scenario. Altogether, the individual and pairwise measures
do not show any existence of significant bias in the Swin transformer model.
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TABLE 5.5: Evaluation results of Swin transformer in uncompressed
setting

Individual measures based analysis

Metric Gender Race Affective Intersection

F M D L Ns S D+F D+M L+F L+M

Acc 99.30 99.95 99.70 99.55 99.80 99.40 99.40 100.0 99.20 99.90

Accgan 99.40 100.0 99.60 99.80 99.80 99.60 99.20 100.0 99.60 100.0

Accreal 99.20 99.90 99.80 99.30 99.80 99.20 99.60 100.0 98.80 99.80

FPR 0.008 0.001 0.002 0.007 0.002 0.008 0.004 0.000 0.012 0.002

FNR 0.006 0.000 0.004 0.002 0.002 0.004 0.008 0.000 0.004 0.000

Pairwise measures based analysis

Gender Race Affect Intersection

F × M D × L Ns × S D+F ×
D+M

L+F ×
L+M

D+F ×
L+F

D+M ×
L+M

D+F ×
L+M

L+F ×
D+M

GAN

ACS +0.0026 +0.0034 -0.0002 +0.0059 -0.0007 +0.0067 +0.0002 +0.0060 -0.0009

DP 0.9990 0.9930 0.9960 0.9960 0.9940 0.9881 0.9980 0.9940 0.9921

EO 0.9940 0.9980 0.9980 0.9920 0.9960 0.9960 1.0000 0.9920 0.9960

Real

ACS -0.0014 +0.0010 +0.0008 -0.0006 -0.0022 +0.0018 +0.0002 -0.0004 -0.0024

DP 0.9990 0.9930 0.9960 0.9960 0.9940 0.9880 0.9980 0.9940 0.9920

EO 0.9930 0.9950 0.9940 0.9960 0.9900 0.9920 0.9980 0.9980 0.9980

5.4.2 Fairness Analysis in the Compressed Evaluation Setting

Vision Transformer

The results of individual and pairwise measures of bias analysis of the transformer
based model ViT for various domains on the JPEG compressed evaluation corpora is
shown in table 5.6. Similar to the observations discussed in the study [144], it can
be observed that for compressed data the accuracies of the models decreases, and this
decrease in accuracy is much higher for the class GAN than the class Real. In this com-
pressed evaluation setting of ViT, it can also be observed that the difference in GAN
accuracies (Accgan) between the groups within each of the domains has increased than
its previous uncompressed evaluation setting. For example, in the previous uncom-
pressed evaluation setting of ViT, the difference in GAN accuracies between female
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TABLE 5.6: Evaluation results of ViT in compressed setting

Individual measures based analysis

Metric Gender Race Affective Intersection

F M D L Ns S D+F D+M L+F L+M

Acc 85.90 89.10 89.15 85.85 89.40 88.40 87.30 91.00 84.50 87.20

Accgan 86.10 84.60 82.80 87.90 86.00 89.20 80.40 85.20 91.80 84.00

Accreal 85.70 93.60 95.50 83.80 92.80 87.60 94.20 96.80 77.20 90.40

FPR 0.143 0.064 0.045 0.162 0.072 0.124 0.058 0.032 0.228 0.096

FNR 0.139 0.154 0.172 0.121 0.140 0.108 0.196 0.148 0.082 0.160

Pairwise measures based analysis

Gender Race Affect Intersection

F × M D × L Ns × S D+F ×
D+M

L+F ×
L+M

D+F ×
L+F

D+M ×
L+M

D+F ×
L+M

L+F ×
D+M

GAN

ACS -0.0068 +0.0157 +0.0066 +0.0212 -0.0323 +0.0411 -0.0113 +0.0101 -0.0208

DP 0.9064 0.8386 0.9173 0.9751 0.8168 0.7522 0.9444 0.9209 0.7714

EO 0.9826 0.9420 0.9641 0.9437 0.9150 0.8758 0.9859 0.9571 0.9281

Real

ACS +0.0165 -0.0121 -0.0168 +0.0129 +0.0216 -0.0174 -0.0085 +0.0045 0.0298

DP 0.9138 0.8509 0.9214 0.9807 0.8026 0.7504 0.9534 0.9350 0.7652

EO 0.9156 0.8775 0.944 0.9731 0.8540 0.8195 0.9339 0.9597 0.7975

and male groups within the gender domain is 0.4 percentage points (in table 5.3);
But, in this compressed setting, this difference has increased to 1.5 percentage points.
Similarly, 2.8 percentage points of difference in racial domain between dark skin and
light skin groups in the previous uncompressed evaluation setting have increased to
5.1 percentage points in this compressed setting, and 1.2 percentage points of differ-
ence between non-smiling and smiling groups of affective domain have increased to
3.2 percentage points. Similar to the previous uncompressed setting, here also in the
class GAN of intersectional domain, light skin females obtains the highest accuracy
and dark skin female group obtains the lowest accuracy, but the difference in accu-
racies (Accgan) between these groups increases to 11.4 percentage points compared to
the difference of 6.6 percentage points in the previous uncompressed setting. Alto-
gether, the individual measures show that in the class GAN, the gender bias against
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the male group (lower accuracy for male than female), racial bias against dark skin, af-
fective bias against non-smiling group, and intersectional biases, particularly against
dark skin female, has increased in the compressed evaluation setting the the previous
uncompressed evaluation setting. Also, similar to the uncompressed setting, this com-
pressed setting have higher values of FPR for female group in gender domain, light
skin in racial domain, smiling face group in affective doman and light skin females in
the intersectional domain indicating that Real images of these groups are highly likely
to be misclassified as GAN images.

Bottom portion of the table 5.6 presents the results of pairwise measures of bias
analysis of the transformer based model ViT for various domains on the JPEG com-
pressed evaluation corpora. The tabulated results of pairwise analysis show that, in
this compressed setting, for class GAN there is a decrease in DP and EO values when
compared to its previous uncompressed evaluation setting. For example, the DP of
{Dark skin vs. Light skin} for class GAN has decreased from 0.8758 (in previous un-
compressed evaluation setting, table 5.3) to 0.8386 (in current compressed evaluation
setting, table 5.6), DP of {Dark skin Female vs Light skin Female} has decreased from
0.7989 to 0.7522, etc. Thus, the pairwise evaluations on ViT also shows that, for class
GAN, the biases increases over the compressed images than the uncompressed im-
ages. That is, this indicates biases in the class GAN gets amplified with compression.

Convolutional Vision Transformer

The results of individual and pairwise measures of bias analysis of the transformer
based model CvT for various domains on the JPEG compressed evaluation corpora is
shown in table 5.7. The top portion of the table shows results of individual measures.
Similar to ViT, compression decreases the accuracies of the CvT model, particularly the
class GAN accuracy (Accgan), whereas class Real (Accreal) maintains its high accuracy.
But compared to the model ViT, the drop in the accuracies for class GAN of the CvT
model is massively very high. Also, this accuracy decay in CvT is not similar across
different social groups within a domain, indicating high bias.

Bottom portion of the table presents the results of pairwise analysis of CvT for
various domains on the JPEG compressed evaluation corpora. From the table, it can
be understood that, for the class GAN of the CvT model, the ideal unbiased scenario
which was seen in the previous uncompressed evaluation setting of CvT (in table 5.4)
has been completely overturned to a very largely biased scenario due to compression.
This is because the drop in GAN accuracies are not similar for various groups within
a domain (except for the dark skin female vs. light skin male pairs). Whereas, it can
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TABLE 5.7: Evaluation results of CvT in compressed setting

Individual measures based analysis

Metric Gender Race Affective Intersection

F M D L Ns S D+F D+M L+F L+M

Acc 51.65 51.15 51.05 51.75 51.70 52.05 50.80 51.30 52.50 51.00

Accgan 34.00 23.00 22.00 35.00 34.00 42.00 1.80 2.60 5.00 2.00

Accreal 99.90 100.0 99.90 100.0 100.0 99.90 99.80 100.0 100.0 100.0

FPR 0.001 0.000 0.001 0.000 0.000 0.001 0.002 0.000 0.000 0.000

FNR 0.966 0.977 0.978 0.965 0.966 0.958 0.982 0.974 0.950 0.980

Pairwise measures based analysis

Gender Race Affect Intersection

F × M D × L Ns × S D+F ×
D+M

L+F ×
L+M

D+F ×
L+F

D+M ×
L+M

D+F ×
L+M

L+F ×
D+M

GAN

ACS -0.0267 +0.0591 -0.0331 -0.0886 +0.0432 -0.0012 +0.1200 +0.0420 -0.0872

DP 0.6571 0.6571 0.7907 0.7692 0.3999 0.3999 0.7692 1.0000 0.5199

EO 0.6765 0.6280 0.8095 0.6923 0.3999 0.3599 0.7692 0.8999 0.5199

Real

ACS +0.0027 -0.0021 -0.0027 +0.0024 +0.0029 -0.0024 -0.0019 +0.0005 0.0048

DP 0.9939 0.9939 0.9954 0.9970 0.9849 0.9849 0.9970 1.0000 0.9878

EO 0.9990 0.9990 0.9990 0.9980 1.0000 0.9980 1.0000 0.9980 1.0000

be observed that the class Real of the CvT still maintains the ideal unbiased scenario
as in the previous uncompressed evaluation setting.

Swin Transformer

The results of individual and pairwise measures of bias analysis of the Swin trans-
former based model on the JPEG compressed evaluation corpora is shown in table 5.8.
The top portion of the table shows the results of individual measures. In this model
also the GAN accuracy (Accgan) decreases due to compression, thereby decreasing the
total model accuracy. Contrary to the previous uncompressed setting of Swin trans-
former where similar and high accuracies are obtained for all the social groups within
each domain, this compressed evaluation setting has eventually brought up differ-
ences in GAN accuracies across social groups within each of the domains. That is,
the GAN accuracy of the male group is less than the female group by 2.5 percentage
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points in the gender domain, the dark skin group is less than the light skin group
by 4.9 percentage points in the racial domain, and the non-smiling group is less than
smiling group by 3.2 percentage points in the affective domain. In the intersectional
domain, the highest GAN accuracy is obtained for the light skin female group and
lowest for the dark skin female group, a very high accuracy difference of 16.4 percent-
age points is observed between these two intersectional groups for class GAN. Thus
these accuracy differences, indicate high bias in the compressed setting for the class
GAN of Swin transformer.

TABLE 5.8: Evaluation results of Swin transformer in compressed set-
ting

Individual measures based analysis

Metric Gender Race Affective Intersection

F M D L Ns S D+F D+M L+F L+M

Acc 83.10 82.45 81.95 83.60 84.39 85.70 79.60 84.30 86.60 80.60

Accgan 68.20 65.70 64.50 69.40 69.60 72.80 60.00 69.00 76.40 62.40

Accreal 98.00 99.20 99.40 97.80 99.20 98.60 99.20 99.60 96.80 98.80

FPR 0.020 0.008 0.006 0.022 0.008 0.014 0.008 0.004 0.032 0.012

FNR 0.318 0.343 0.355 0.306 0.304 0.272 0.40 0.310 0.236 0.376

Pairwise measures based analysis

Gender Race Affect Intersection

F × M D × L Ns × S D+F ×
D+M

L+F ×
L+M

D+F ×
L+F

D+M ×
L+M

D+F ×
L+M

L+F ×
D+M

GAN

ACS -0.0008 -0.0028 -0.0020 +0.0242 -0.0254 +0.0213 -0.0284 -0.0035 0.0029

DP 0.9473 0.9092 0.9488 0.8761 0.7989 0.7638 0.9164 0.9559 0.8718

EO 0.9633 0.9294 0.9560 0.8695 0.8167 0.7853 0.9043 0.9615 0.9031

Real

ACS +0.0025 -0.0057 -0.0016 -0.0006 +0.0057 -0.0089 -0.0026 -0.0032 0.0083

DP 0.9723 0.9518 0.9707 0.9382 0.8826 0.8649 0.9574 0.9798 0.9218

EO 0.9879 0.9839 0.9940 0.9959 0.9797 0.9758 0.9919 0.9959 0.9718

Bottom portion of the table presents the results of pairwise analysis of the Swin
transformer on the JPEG compressed evaluation corpora. Compared to the previous
uncompressed setting of Swin transformer (in table 5.5) that reports nearly an ideal
unbiased scenario, in this compressed setting the DP and EO measures decrease highly
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for the class GAN indicating an increase in bias in the class GAN. A very high bias for
class GAN can be observed particularly in the pairs, light skin female vs. light skin
male and dark skin female vs. light skin female.

5.4.3 Discussion

The bias evaluation results shows that in uncompressed evaluation settings, the eval-
uation corpora and measures could identify bias in the ViT based forensic classifier
model, such as, bias in pairs involving light skin female groups e.g., bias in light skin
female vs. dark skin male, dark skin female vs. light skin female, etc. Also, bias analy-
sis in ViT based model shows other interesting inferences such as, Real images of light
skin females have a very high probability of being misclassified as GAN images, and
GAN images of dark skin females have a very high probability of being misclassified
as Real images. However, the uncompressed setting could not identify any bias in the
CvT and the Swin transformer based models.

The compressed evaluation setting, on the other hand, identifies high bias in all
three transformer based models, particularly in the class GAN predictions. In the
compressed evaluation setting, for the class GAN predictions of all the models, gender
bias against the male group, racial bias against dark skin group, affective bias against
non-smiling group, and intersectional biases, particularly against dark skin female
group, has increased when compared to the uncompressed evaluation setting. Bias is
identified in all the domains for the CvT based model, in the compressed evaluation
setting. That is, the study could observe that model bias is impacted by image com-
pression. Moreover, the model bias identified in the uncompressed setting is observed
to be amplified in the compressed setting, particularly for the class GAN predictions.
Also, given that the results indicate Real images of certain social groups such as light
skin females are more likely to be misclassified as GAN images, and GAN images of
dark skin females are more likely to be misclassified as Real images, etc., the images
of these social groups when compressed can even more increase the risk of security
threats. Therefore, image forensics works that utilize visual transformers for the task
of distinguishing natural and GAN generated images, besides assessing the robust-
ness of the algorithms towards image compression, should also study the existence of
bias in these algorithms, even in the compressed setting.

ViT and Swin transformer based models chosen for this study are pre-trained on
the ImageNet-21K dataset [141]. As already stated above, more than the uncom-
pressed evaluation settings, these models show a higher bias in their corresponding
compressed evaluation settings. On the other hand, the model CvT is pre-trained on



102 Chapter 5. Exploring Fairness in Pre-trained Visual Transformer based . . .

the ImageNet-1k dataset [120]. But unlike ViT and Swin transformer, CvT has com-
paratively a very high transition from an ideal unbiased scenario in the uncompressed
evaluation setting to a very largely biased model in the compressed evaluation setting.
Hence, pre-training corpora of the visual transformers might be one of the factors in-
ducing bias in these models.

5.5 Summary

This study explored bias in the visual transformer based image forensic algorithms
that classify natural and GAN generated images. The study utilized three visual
transformers viz., ViT, CvT and Swin, for constructing image forensic algorithms to
classify natural and GAN images. The pre-trained visual transformers are fine-tuned
using the task-specific natural image versus GAN image dataset, and are examined
for any existence of bias in the gender, racial, affective, and even intersectional do-
mains. Hence, a bias evaluation corpora consisting of social groups belonging to the
evaluation domains are procured for the study. Individual and pairwise bias eval-
uation measures are used for identifying any existence of bias in these transformer
based forensic models. Since, robustness towards image compression is significant for
the forensic algorithms, this study also examines the role of image compression on
model bias. To the best knowledge, this is the first work to study the impact of image
compression on model bias, particularly focusing on the task of classifying natural
and GAN images. Hence, this work conducts the bias evaluation experiments in two
separate settings; one set of experiments on the original uncompressed evaluation cor-
pora and the other on the compressed version of the same evaluation corpora, where
both these experiments rely on same evaluation measures.

This study helped to identify the existence of bias in the transformer based mod-
els for the task of distinguishing natural and GAN generated images. The two-phase
bias evaluation strategy helped to identity bias in the uncompressed and compressed
scenarios and also to study the impact of image compression on the model bias. The
study observed that image compression impacts model biases, and particularly com-
pression amplifies the biases of the class GAN predictions. To help towards the future
research, all relevant materials of this study including the source codes will be made
publicly available at https://github.com/manjaryp/ImageForgeryFairness and
https://dcs.uoc.ac.in/cida/projects/dif/Imageforgeryfairness.html along
with the publication.

https://github.com/manjaryp/ImageForgeryFairness
https://dcs.uoc.ac.in/cida/projects/dif/Imageforgeryfairness.html
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Chapter 6

Conclusion

Abstract: This chapter provides a conclusion to the Thesis. The chapter summarizes the Thesis
contributions and also discusses the future scope and research directions.

6.1 Summary of the Thesis

This Thesis presented a computational study in the direction of digital image foren-
sics, i.e., towards distinguishing natural and computer generated images, and

also explored the fairness in digital image forensics systems classifying natural and
GAN generated images. The major contributions of this Thesis are summarized be-
low.

Multi-Colorspace fused EfficientNet The contribution of the Thesis, MC-EffNet, pro-
posed in chapter 3 is a deep learning based model, Multi-Colorspace fused Efficient-
Net model, to classify natural images and photo-realistic computer generated im-
ages, including both computer graphics and GAN images, unlike the state-of-the-art
works that usually deal with either natural images versus computer graphics or natu-
ral images versus GAN images problem at a time. The results demonstrated that the
proposed model outperformed the state-of-the-art baselines. Psychophysics experi-
ments conducted to learn how capable humans are in classifying natural images and
photo-realistic computer generated images showed that manual classification accura-
cies were lower than the proposed model accuracies, particularly in classifying the
photo-realistic computer generated images. This indicated the necessity and useful-
ness of the proposed computational model for the task. The behavior of the proposed
model was analyzed by visualizing salient regions in the images that are responsible
for classification decisions. Similarities were observed when the explanations of the
proposed model were compared with manual explanations labeled by human partici-
pants, indicating that the proposed model takes decisions meaningfully.
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Multi-Colorspace fused and Enriched Vision Transformer The contribution of the
Thesis, MCE-ViT, proposed in chapter 4 is a robust approach towards distinguishing
natural and computer generated images. The proposed work employed a combination
of two vision transformers, where each of the transformer based networks utilized a
different color space transformation. The proposed methodology focused on increas-
ing the classification performance, as well as improving the robustness against post-
processing operations such as JPEG compression, because the forensic algorithms are
usually fooled using these post-processed images. The performance of the proposed
model when compared against a set of baselines achieved higher accuracy, outper-
forming the baselines and is found to be highly robust and generalizable. Better sep-
arability is observed than the baseline when the features of the proposed model are
visualized. The attention map visualizations of the networks of the fused model when
analyzed, it was observed that the proposed methodology could capture more image
information relevant to the forensic task of classifying natural and generated images.

Exploring Fairness in Natural and GAN Generated Image Detection Systems The
contribution of the Thesis proposed in chapter 5 investigated any existence of gen-
der, racial, affective, and even intersectional biases in image forensic algorithms that
classify natural and GAN generated images using visual transformers. The study
procured an evaluation corpora consisting of social groups belonging to different do-
mains, and bias evaluations are performed using individual and pairwise evaluation
measures. Two sets of evaluation experiments are conducted to study the role of im-
age compression on model bias; One set of experiments on the original uncompressed
evaluation corpora and the other set on the compressed version of the same evalua-
tion corpora. The study unveils the existence of bias in the transformer based models
classifying natural and GAN generated images. The results of the study also show
that image compression influences model biases.
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To help towards future research, all relevant materials of each contribution in this
Thesis, including the source codes, datasets used in each of the study, etc., are offered
publicly at:

• Multi-Colorspace fused EfficientNet (MC-EffNet): https://github.com/manja
ryp/GANvsGraphicsvsReal and https://dcs.uoc.ac.in/cida/projects/dif/

mceffnet.html

• Multi-Colorspace fused and Enriched Vision Transformer (MCE-ViT): https:
//github.com/manjaryp/MCE-ViT and https://dcs.uoc.ac.in/cida/project

s/dif/mcevit.html

• Exploring Fairness in Natural and GAN Generated Image Detection Systems:
https://github.com/manjaryp/ImageForgeryFairness and https://dcs.uo

c.ac.in/cida/projects/dif/Imageforgeryfairness.html

6.2 Future Research Directions

In the future, the contributions of this Thesis towards distinguishing natural and com-
puter generated images can be expanded for identifying other forensic attacks like the
recaptured images. Apart from images generated by GANs, a lot of diffusion models
are also recently gaining popularity for image synthesis. Studies in literature have
reported that the images generated by GAN algorithms and diffusion models have
differences in their characteristics [160]. Therefore, in the future, the work can be ex-
tended by also including images generated by diffusion models. Future studies can
also consider improving the applicability of these models in classifying natural and
computer generated videos, by incorporating multi-model approaches.

Due to the lack of computer graphics evaluation corpora, the contribution of this
Thesis has only considered exploration of bias in GAN generated category of com-
puter generated images. In the future, the curation of a computer graphics evaluation
corpora can help towards identifying bias in forensic systems classifying natural ver-
sus computer generated images including both computer graphics and GAN images.
This work can be expanded to analyze the fairness of forensic models that can also
detect images generated by diffusion models. There are plans to extend this work
to analyze various factors that cause or originate these biases. Although it is cum-
bersome to procure datasets with balanced groups within a wide variety of domains,
this could, in the future, help in determining various sources of biases, especially in
identifying the existence of any pre-train and fine-tune data biases. The evaluation
corpora can also be expanded and annotated to explore bias in many other domains

https://github.com/manjaryp/GANvsGraphicsvsReal
https://github.com/manjaryp/GANvsGraphicsvsReal
https://dcs.uoc.ac.in/cida/projects/dif/mceffnet.html
https://dcs.uoc.ac.in/cida/projects/dif/mceffnet.html
https://github.com/manjaryp/MCE-ViT
https://github.com/manjaryp/MCE-ViT
https://dcs.uoc.ac.in/cida/projects/dif/mcevit.html
https://dcs.uoc.ac.in/cida/projects/dif/mcevit.html
https://github.com/manjaryp/ImageForgeryFairness
https://dcs.uoc.ac.in/cida/projects/dif/Imageforgeryfairness.html
https://dcs.uoc.ac.in/cida/projects/dif/Imageforgeryfairness.html
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such as age, occupation, religion, etc. Another important direction is to identify bias
from video forensics systems detecting computer generated videos and, recaptured
and tampered image/video forensics systems. Also, there is a large scope for the mit-
igation of these biases from the models to develop fair forensic systems that one can
trust when deployed in the real world.

Thus concluding this Thesis, expecting the Thesis contributions will be worthwhile
to the digital image forensics research community.
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